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I[TEPEIMOBA

Po3po61eHo po6odoro rpymnow y CKIaii:

1. Kopuienko Bamnepiii IBanoBuy, n.T.H., mpodecop, 3aBigyBau Kadeapu
Oesrekn iH(poOpMAaIi Ta TEICKOMYHIKAIi — KEpPIBHUK poOO0YOl TpymH, TapaHT
MIPOTPaMH.

2. Kopuenko Awnna OmnekcanapiBHa, I.T.H., npodecopka, mpodecopka
kadeapu 6e3rexku iHpopMarlii Ta TeICKOMYHIKaIlIi — YICHKHHS Po00Y0i Ipymu.

3. T'epacina Omnekcangpa BonoaumwupiBHa, K.T.H., JIOLEHTKA, JOLIEHTKA
kadeapu 6e3rexku iHpopMarlii Ta TeJICKOMYHIKaIlli — YICHKHHS PoO0Y0i rpymu.

4. KomamboBa IOmis BiktopiBHa — K.T.H., JOIeHTKa Kadenpu Oe3meKu
iH(hOopMaIlii Ta TEIEKOMYHIKAIIX — YICHKUHS poO0YOi rPpyIIH.

5. Kpyuinin Onekcannp BonomumupoBudy, crapimmii Bukianad kadeapu
Oe3neku iHpopMallii Ta TeIEKOMYHIKaIllil — 4jeH poOoYoi rpymnu.

6. Tumodeer Jmutpo CepriiioBud, cTapiivii BukiIagad kadeapu Oe3mexku
1H(opMallii Ta TeIEKOMYHIKAIlIi — YieH poOoYoi IPyIH.

7. AramkoBa Karepuna OuieriBHa, CTyAaeHTKa Tpymu 125M-22-1— diieHKUHS
po0OoUOi Tpymu.

PerieH3ii-B1AryKy 30BHIMIHIX CTEHKXOJIAEPIB:

1. €sren J[lon, mupektop Jlenmapramenty uudpoBoi TpaHchopmaiiii,
1H(OopMaIIHHUIX TEXHOJIOT1i Ta €JIEKTPOHHOT'O yYpsiAyBaHHS
JIHITTpOTIeTPOBCHKOI 00JIaCHOT AeP>KABHOI afMiHICTpaIlii.

2. Opiit  IlonomapeHko, HayaldbHUK CEKTOPY  3aXUCTy  KPUTUYHOI
iHdpacTpykTypu YmpaninHa Jlepxcnern3B’s3ky y JHImponeTpoBChKin
0071aCTI1, MIIOJIKOBHUK.

3. Irop banexiHn, aupekTop TOBapuMcTBa 3 OOMEKEHOIO BiMOBIAAIBHICTIO
«Areniisa 0e3neku ['paanby.
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BCTVII

OcsiTHRO-TIpOdeciiiHa TporpamMa po3podiacHa Ha ocHOBI CTaHmApTy BHIOI
OCBITH MIATOTOBKM MaricTpiB cnemiaabHocTi 125 KibepOesneka, 3aTBepIKEHOTro
Hakazom MOH VYkpaiau Big 18 Gepesns 2021 p. Ne 332, 3 ypaxyBaHHSM 3MIHU
Ha3BH crernianbHocTi 125 KibepOesneka Ta 3axuct indopmaii (IToctanoBa Kabinery
MinictpiB Ykpainu Bin 16 rpynus 2022 p. Ne 1392). Ta IIpodeciitHoro cranmapty
«®DaxiBenp chepu 3axucty iHOpMaIIii», SKUN 3aTBEPHKEHO Haka3oM AJMIHICTparlii
Hepxcnenss’sizky Ne 715 Bing 25 nucromnana 2022 p.

OcgimHubo-npoghecitina npocpama 8UKOPUCMOBYEMbCS N0 UAC’

— JTIIEH3yBaHHS CIEIIaJbHOCTI Ta aKpEeAUTAIlli OCBITHROI IIPOrpaMu;

— CKJIQJIaHHS HAaBYAJIbHUX IJIaH1B;

— ¢opmyBaHHs poOOYMX MPOrpaM HAaBYAIBHUX AUCIUIUTIH, CUIa0yCiB, Iporpam
IPAKTHUK, 1HIUBIIyaIbHUX 3aB/IaHb;

— (opMyBaHHS 1HAMBIAYaJbHUX HABYAIBHUX IUJIAHIB CTY/ICHTIB;

— po3po0JIeHHS 3aC001B JIIarHOCTUKH SIKOCT1 BUIIO1 OCBITH;

— arecrarii marictpiB cnemianbHOCTI 125 Kibepbesneka Ta 3axuct iHpopMmariii;

— BU3HAYEHHSI 3MICTy HaBYaHHS B CHUCTEMI MEPEMiJArOTOBKU Ta MiABUIICHHS
KBasi(ikaiii;

— npoeciitHoi opieHTalii 3700yBayiB (axy;

— 30BHIITHBOTO KOHTPOJIIO SKOCTI MiATOTOBKHU (haxiBIIiB.

Kopucmysaui ocsimuvo-npogheciiinoi npoepamu.

— 31100yBayl BUINOI OCBITH, siKi HaB4aroThcs B HTY «/II1»;

— Bukiagadl HTY «/II1», ski 3A1HCHIOIOTH MATOTOBKY MaricTpiB CHEIiaJbHOCTI
125 KibepOe3neka Ta 3axuct iHhopmariii;

— eK3aMeHalliiHa Kowmicia  cremianbHOoCcTi 125 KiGepOesneka Ta  3axuct
1H(hopMmaii;

— npuiiManibHa komiciss HTY «ID».

OcBiTHBO-TIpOeciiiHa MporpaMa MOUIUPIOETHCS Ha KadeIpu YHIBEPCUTETY, SIKI
OepyTb ywacTb Yy MIArOTOBII (axiBIIB CTyNEHS Marictpa CHemiaabHOCTI
125 KibepOe3neka Ta 3axuct iHpopmariii.

1 ITIPO®1JIb OCBITHLOI [TIPOT'PAMU

1.1 3aranbHa indopmanis

IloBHa Ha3Ba 3akIany HarionanbHuit TeXHIYHUH yHIBepCUTET «/{HITPOBCHKA MOMITEXHIKAY,
BHUIIO1 OCBITHU Ta ¢bakynbreT iHQOpMaLIHUX TEXHOOT1H, Kadeapa 6e3nexku iHpopmarii
1HCTUTYT (paKyIbTET) Ta TEJIEKOMYHIKallil

Cryninp BUIOi ocBiTH Ta | Marictp 3 kibepOe3mneku Ta 3axucty iHpopmariii
Ha3Ba KBamidikarii
MOBOIO OpPHTIHATY

Odimiiina Ha3Ba KibepOesneka
OCBITHBOI ITpOrpamMu

Tun gurmioMy Ta o0csT Jluninom marictpa, OMMHAYHUHN, 00car ocBITHROIT mporpamu — 90




OCBITHBOI ITpOrpamMu

kpenutiB EKTC, repmin HaBuanHs — 1 pik 4 micsmi

HasiBHicTh akpeauraiii

HanioHanpHe areHTCTBO 13 3a0€3ICUCeHHS IKOCTI BUIIOT OCBITH.
Ceptudikar nmpo akpeauTallito OCBITHbOI mporpamu. OCBITHBO-
npodeciiina nmporpama «KidepOesneka» crnerianbHocTi 125
KiGep6e3neka. pyruii (MarictepchbKuii) piBeHb.

Ceptudikar Ne 3719 Bix 19.12.2022 p.
Crpok nii ceprucikara o 01 mumas 2028 p.

[ukn/piBeHn HPK VYkpainu — 7 piBerb, FQ-EHEA — npyruit muxn, EQF-LLL —7
PIBEHb
[TepenymoBu Oco6a mae npaBo 3/100yBaTH CTYIiHb MaricTpa 3a yMOBH HasiBHOCTI B

Hel neporo (6akaaaBpChKOTo) PiBHS BUIIOI OCBITH

Oco06MBOCTI BCTYITY Ha OCBITHIO IIPOTPaMy BU3HAYAIOTHCS
[TpaBunamu npuitomy 1o HanioHanbHOTO TEXHIYHOTO YHIBEPCUTETY
«JlHIIpOBCHKA MOITEXHIKay, O 3aTBEepKeHI BueHoro paoro

Moga(u) BUKIIaJaHHS

VYkpaiHcpka

Tepmin il 0cBITHBOT
porpaMu

Tepmin He Moke niepeBuIyBaTH 1 pik 4 Micsii Ta/abo nepion
akpenuTamnii. OCBITHS IporpaMa Iiyisrae mepersity BiInoBiIHO 10
3MiH HOpMaTUBHOI 0a3u YKpaiHu B chepi BUILOT OCBITH, ajie HE pijale
OJIHOTO pa3y Ha piK.

InrepHer-agpeca
MOCTIHHOTO PO3MIIICHHS
OTHMCY OCBITHBOI
porpamu

[Hdopmartiiinuii makeT 3a CreriaabHICTIO

https://bit.nmu.org.ua/ua/

Ocsitni mporpamu HTY «/II1»
http://www.nmu.org.ua/ua/content/infrastructure/structural_divisions/
science_met_dep/educational_programs/

1.2 MeTa ocBiTHBOI IpOrpamMu

[TinroroBka ¢axiBiiB 3 kibepOe3neku i3 3a0e3MeYeHHsIM OPTraHiYHOTO MTOE€THAHHS OCBITHBOT Ta
IHHOBAIIIIHOI A1SUTBHOCTI, CIIPSIMOBaHA Ha 300YTTS MOTJIUOJEHUX TEOPETUUHHUX 1 MPAKTUYHUX
3HaHb 10/10 (POPMYBaHHS 3JaTHOCTI PO3B’A3yBaTH CKJIa/{HI HAYKOBI Ta MPaKTU4HI MpoOIeMu
3a0e3neueHHs 3aXUIeHO0CT! 1H(opMmallii, 1o 00pobisieTbes (IepeaaeTbes) B iHopMaliiHo-
KOMYHIKaI[IHUX cHCTeMaXx, 110 JO3BOJIUTh BUITYCKHUKAM YCIIIIHO 3/{IHCHIOBATH JOCIHIKEHHS,
MIPOEKTYBaHHs, BIPOBAHKEHHS, €KCILTyaTallii0 Ta MOJIEPHI3AIlII0 CYYaCHUX CUCTEM Ta TEXHOJIOT1i
iHpopManiiiHoi Ta/abo KibepOe3nekr Ha MPUHLUIAX aKaJeMi4HOT 100pOYeCHOCTI,
3arajJbHONTIOJCHKUX I[IHHOCTEH, HAI[IOHAIBHOI 1IEHTUYHOCTI Ta KPEaTUBHOTO CTAHOBJICHHS JIFOIMHU
1 CycHiibCTBa MaitOyTHBOTO.

1.3 XapakTepucTuka 0CBiTHHOI IPOrpamMu

[IpenmerHa o6macthb

12 Tudopmaniiini texHouorii / 125 Kibepbesneka Ta 3aXUCT
iHhopmaii.

O0’ekTH BUBYCHHS:

— CydJacHi MPOIECH JOCIIKEHHS, aHaJl13y, CTBOPEHHS Ta 3a0e3TMeUYeHHs
¢byHKLIOHYBaHHS 1H(QOpMAIIHHIX CHCTEM 1 TEXHOJOTIH, IHIMX Oi3Hec-
ornepaniiHuX NpoIeciB Ha 00’ekTax 1HQOpPMAILIHOI dISIBHOCTI Ta
KPUTUYHHUX 1HQpacTpykTyp cdepu iHdopMmariiiHoi Oe3neku Ta/abo
KibepOe3nexu;

— iHpopManiiiHi CUCTEMHU (indopmariitHO-KOMYHIKaIIiHHI,
1H(popMaIifHO-TEIeKOMYHIKaIliifH1, aBTOMAaTH30BaH1) Ta TEXHOJIOTI,

— iH(ppacTpykTypa 00’€KTiB iH(pOpMALIHHOI AISITBHOCTI Ta KPUTUYHHUX
iH}pacTpyKTYD;

— CHCTEMH Ta KOMIUIEKCH CTBOpPEHHs, 0OpoOKH, mepenadi, 30epiranus,
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3HUIICHHS, 3aXUCTY Ta BiAoOpakeHHs naHuX (iHGOpMaIiitHIX MOTOKIB);
— iH(OopMaIIiifHI pecypcH pi3HUX KjaciB (B T.4. AepkaBHI iHPOpMaIIiifH1

pecypcn);

— TIporpaMHe Ta MporpaMHO-amapaTHe 3a0e3reueHHs (3aco0u)
Kibep3axucry;

— CHCTEeMH ympaBliHHS iHopMamiitHOor0  Oe3nmekoro  Ta/abo
Ki0epOe3neKoro;

— TEXHOJIOTii, MeTOoAW, Mojeii Ta 3acobu iHdopmalliiHOi Oe3meKu
Ta/abo kibepbe3neku

— ToJTUKH Yy cdepi 3axucty iHpopmarii Ta KibepOe3meku, 110
peanizyloTh ab0 3acTOCOBYIOTh (DYHKIIIT 3a0€3MeYeHHs 3aXUIICHOCTI
iHpopmMarii, ska 00poOyseTbest (mepemaerbes) B - iHMOpMaIiHO-
KOMYHIKAI[IHHUX CHCTEMax, BiJl HECAHKI[IOHOBAaHUX Jid, Bl BUTOKY
TeXHIYHUMHU KaHAJIaMH Ta BiJl CIICIIaIbHUX BIUIMBIB Ha 3aCO0M 00pOOKH
iHpopmMarii, a Takok iH(pOpMAaIli, MO O3BYYYEThCA Ha 00 €KTax
iH(pOopMaIiifHOT TiSUTBHOCTI.

Ljini HaByaHHs: MiATOTOBKA (axiBIlB, 3JATHUX PO3B’SI3yBaTH 3aaadi
JIOCIIITHAIIBKOTO ~ Ta/abo  IHHOBAaIIMHOTO  XapakTepy y  cdepi
iH(popMariifHo1 Ta/abo KibepOesneku i 3axucTy iHpopmarii.
TeopeTu4yHMii 3MiCT MpeAMeTHOI 00J1aCTi.

TeopeTnuHi 3acagd HAYKOEMHUX TEXHOJOTIH, (Di3WYHI i MaTeMaTUYHI
dbyHIaMEHTaIbHI 3HAHHA, Teopii iAeHTU(IKAIT Ta MPUHHATTS PIlICHb,
CHUCTEMHOTO aHalli3y, CKJIaJHUX CHUCTEM, MOJCIIOBAHHS Ta ONTHUMI3aIlil
IpoIleciB, Teopli MaTeMaTUYHOI CTaTUCTUKH, KpHUNTOorpadiyHoro ta
TEXHIYHOTO 3axucTy 1HpopMmalii, Teopii pHU3HKIB Ta  IHIIUX
MDKJIUCHMIUTIHADHUX TEOpi 1 MpakTUK y rany3i iHpopMaliiHoi
Oe3neku Ta/abo kibepOe3neku 1 3axXUcTy 1HpopMallii.

MeTtoan, MeTOAMKHM Ta TEXHOJIOTii: METOJM, MOJeNi, METOJAUKHU Ta
TEXHOJIOTI CTBOPEHHS, OOpOOKH, mepeaadi, NMpUUMaHHS, 3HUIIECHHS,
BiJJOOpaXKeHHs, 3axucTy (kibep3axucty) iH(opMaIiiiHUX pecypciB y
K10epnpocTopi, a TAKOkK METOJIU Ta MOJEINI PO3POOKH Ta BUKOPUCTAHHS
NPUKIAJHOTO 1 CHEIialli30BaHOr0 MPOTrPaMHOro 3a0e3MeueHHs Ul
BUpIIIEHHS MpodeciiHuX 3amady B ramysi i1HQopMmaiiiiHoi Oe3nexku
Ta/abo KibepOe3meku 1 3axucTy 1H(OpMaIli; TeXHOJIOrii, METoAu Ta
MOJEN  JOCHIJDKEHHS, aHami3y, VyOpaBIiHHS Ta 3a0e3nedeHHs
Oi3Hec/omepalifHUX  OpPOLECIB 13  3aCTOCYBAaHHSIM  CYKYIHOCTI
HOPMATHBHO-TIPABOBHUX Ta OPTaHi3allliHO-TEXHIYHUX METOIB 1 3ac00iB
3axHCTy 1H(OpMAIIHUX pecypciB y KiOeprpocTopi.

IncTpyMenTH Ta 06/1aAHAHHSA:

3aco0u, MPUCTPOI, MEpEKHE YCTAaTKyBaHHs Ta CEpeAOBUILE, PUKIIaIHE
Ta CreliagizoBaHe MporpaMHe 3a0e3MeueHHs], aBTOMaTH30BaH1 CUCTEMHU
Ta KOMIUIEKCH MTPOEKTYBAaHHS, MOJICJIIOBAHHS, €KCIUTyaTallii, KOHTPOJIIO,
MOHITOPUHTY,  OOpOOKH, BIIOOpaXEHHS Ta  3aXHUCTy  JaHUX
(iHpopMariitHUX MMOTOKIB), @ TAKOXX METOJU 1 MOJIeNl Teopii pU3HKIB Ta
yhnpapiiHHSA  1HGOpMalIHHUMU pecypcaMud Mpu  JOCHIKEHHI 1
CYIPOBOJUKEHHI 00’€KkTiB  iH(opMamiiiHOi [isyIbHOCTI Yy  Tamiysi
iH(opMaIiifHoi 6e3nexu Ta/abo KibepOe3neKky i 3aXxucTy iHhopmartii.

OpieHnralis OCBITHBOL
porpamu

OcsiTHbO-TIpO(eciiiHa, MPUKIIaJHA Ta Ma€ HACTYIHI podeciiiHi

(cmermianizamiiitHi) aKIEeHTH:

1. TlornmbneHe BUBYCHHS Ta 3aCTOCYBAaHHS 3aKOHO/ABYO1,
HOPMaTHUBHO-TIPABOBOi 0a3u YKpaiHu Ta BUMOT BiIMOBITHUX




MDKHApOJHHUX CTAHJIAPTIB 1 MPAKTUK MO0 3AIHCHEHHS
npodeciiHol AiSITBHOCTI.

2. Tlocunena miAroToBKa B rayry3i MiDKIUCIUILTIHAPHOTO CUCTEMHOTO
aHaJIi3y i3 BUBUCHHIM CYYaCHHX METOJIIB MOJICIIFOBAHHS
CKJIQIHUX HENIHIHHUX MPOLIECIB IS CTBOPEHHS CUCTEM 3aXHCTY
iH(opMaIIHHUX TOTOKIB y KOMYHIKAI[IHHUX MEpeKax.

3. BuBueHHs Ta 3acTOCyBaHHS TeOpii, MOZEIEH Ta MPUHIIUIIIB
3a0€31eYeHHs TEXHIYHOTO Ta KPUMTOrpadiqyHOTO 3aXHUCTY
iHpopMmarii B cydacHuX iH(OpMaIiifHO-KOMYyHIKaiHHUX
crcTeMax.

4. BuBYEHHS Ta 3aCTOCYBAaHHSI IHTEJIEKTYyaTbHUX TEXHOJIOT1H
MOJICITFOBaHHS MPOIIECIB B CHCTEMaxX KiOep3axHucTy, MOHITOPUHTY
Ta ayJQUTYy 3arpo3 i iHopmairii.

5. BrnpoBamkeHHs, OLIIHIOBAaHHS BiJIITOBITHOCTI Ta €KCILIyaTaIlist
CHCTEM, KOMIUICKCIB, IPOrPaMHHUX Ta alapaTHUX 3aco0iB
TEXHIYHOTO Ta KpUNTOrpadigHOTO 3aXMCTy iHPOpMAIlii, 30KpeMa,
JUTSI TIOCHJICHHS KiOepOe3neku 00’ €KTiB KpUTUYHOT

1HDPACTPYKTYPH.

OcHoBHUit Pokyc
OCBITHBOI ITPOTPaMu

CrnenianeHa ocBita B ramy3i 12 Indopmaniiini  TexHomorii /
cneniaapHocTi 125 KiGepbe3neka ta 3axuct iHpopmarrtii.

[ligroroBka axiBmiB, 3JaTHUX JO IHHOBAI[IHHOI HAYKOBO-
JOCIIITHALIBKOT ~ JISUTBHOCTI  TIPM  JIOCHIJDKEHHI, TPOCKTYBaHHI,
BIIPOBA/KEHHI, €KCIUTyaTallii Ta MOJAEpHi3allii CydacHUX CHCTEM Ta
TEXHOJOTI  3a0e3ledyeHHs  3axWIIEeHOCTI  iHdopmalii, 10
o0pobnsieTbest  (mepenaeTsesi) B - 1H(QOpMAIIHHO-KOMYHIKAIHUX
CUCTEMaX.

KimrouoBi crnoBa: kiGep3axuct, iHdopmalliiiHa Oe3mneka, 3axucT
iHpopMauii, iHpopManiiHO-KOMYHIKaIliliHa cucTeMa

Oco0nuBocTI MporpaMu

BupoOnnuya Ta  mepenarecrauniiiHa = MpakTUKa  OOOB’S3KOBI.
[IpoBonsATECS B cHEliai30BaHMX KOMIT IOTEPHUX JIAbOpaTopisix Ta
KOMIT'IOTEpHUX Kjacax Kadenpu, Ha 0a3l [IpuaHinpoBcbKoro
PErioOHaJIbHOIO HAYKOBO-TEXHIYHOTO IIEHTPY TEXHIYHOTO 3aXUCTY
iH(popMmallli, a Tako’)Xk Ha MIANPUEMCTBAX Ta B yCTAaHOBaX MicTa Ta
obuacTi.

Opi€eHTOBaHICTh Ha 1HHOBALlli CUCTEM Ta TEXHOJIOTiH KiOepOe3neku i
3a0e3neyeHHs]  3axuIleHocTi  1HdopMmalli, 1o  0OpobIsETHC
(nepenaerbesi) B iHPOPMALIHUX, €IEKTPOHHUX KOMYHIKAlIMHUX Ta
iHQopMaIIHHO-KOMYHIKAIIIMHUX ~ CHCTeMaX, 30KpeMa, KpPUTUYHOI
iHpopManiiiHoi iHQpacTPYKTypH.

1.4 IlpuaaTHicTh BUIYCKHMKIB 10 MPaleBJAIITYBAHHA Ta N0JAJIbIION0 HABYAHHS

[IpupartHicTs 10
MpareBIaANITYBaHHS

Buau exoHOMIYHOT TisSTBHOCTI 32 KIACU(iKaTOpOM BUIIB €KOHOMIYHOT
nismeHOcTl JIK 009:2010:
Cexuist J [Hdpopmarris Ta TenexomyHikaii

Po3nin 62 Komn’otepHe nporpaMmyBaHHs, KOHCYJIbTYBaHHS Ta
MOB’s13aHa 3 HUMH JIISITbHICTh

I'pyna 62.0 KoM rotepHe nporpaMmyBaHHs, KOHCYJIbTYBaHHS Ta
[10B’s13aHa 3 HUMHU TISUIBHICTE

Knac 62.01 KoM rotepHe nporpamyBaHHs

Kiac 62.02 KoncynsTyBaHHS 3 MUTaHb iHGOpMaTH3aIIil

Knac 62.09 Inma pisnbpHICTb y cdepi iHdhopMaifHUX TEXHOJIOTIH 1




KOMII FOTEPHUX CUCTEM

Po3nin 63 Haganns ingopManiiHuX mOCIyT
I'pyna 63.9 Hapanns iHmmx iHGoOpMaiifHUX MOCITYyT
Knac 63.99 Haganns inmux iHGopMamiitHux mocnyr, H.B.1.y.

Cexkist M IIpodeciitHa, HaykoBa Ta TEXHIYHA MisUTbHICTh

Po3zain 74 Inma npodeciiina, HaykoBa Ta TEXHIYHA JISUTBHICTD
I'pyna 74.9 Inma npodeciitna, HaykoBa Ta TeXHIYHA JiSUTHHICTD,
H.B.LY.

Kiac 74.90 Inma npodeciitHa, HaykoBa Ta TeXHIYHA JiSUTHHICTD,
H.B.LY.

Ilopanemie HaBUaHHS

MoxuBicTh HaBUaHHS 3a kBamidikaniinumu piBasimu: HPK Vkpainu
— 8, piens FQ-EHEA — tperiit muxi, EQF-LLL — 8 piBens

1.5 Bukjaganusa Ta OUiHIOBAHHSA

Buxkmnaganus ta

CTYIIGHTOIIGHTPOBB,HC HaB4YaHHA, CaMOHaB4YaHHA, Hp06JI€MHO-

HaBYaHHS OpIEHTOBAHE HABYaHHS, HABYaHHS dYepe3 JIabopaTOpPHY IPaKTHKY.
Jleuii, ceMiHapH, IPAaKTUYHI 3aHATTS, JJAOOPaTOpHi poOOTH B MaIHX
rpynax, camocTiiiHa po6oTa, KOHCYJbTAIlli 13 BUKJIaJauaMHu.

O1iHIOBaHHS O1iHIOBaHHS HaBYAJIbHUX JIOCATHEHb CTYACHTIB 3IIHCHIOETHCS 3a

peiiTuHroBor0  mKkanor  (mpoximHi Oamum  60...100) Ta 3a
IHCTUTYIIHHOIO MIKANOK («BIAMIHHOY», «I00pe», «3al0BUIHHOY,
«HE3a/I0BIIIbHO»), 110 BUKOPHUCTOBYETHCS JJIsi KOHBEpTALlli OILIIHOK
MOOUTBHUX CTYJICHTIB.

OriHIOBaHHS BKJIIOYA€ BECh CIEKTP KOHTPOJBHHUX TPOIEIYp ¥
3aNIe)KHOCTI  BiJf KOMIIETEHTHICTHMX  XapakTepUCTUK (3HAHHA,
YMiHHS/HaBUYKH, KOMYHIKaIlis, aBTOHOMIS 1 BiJMOBIJAIbHICTb)
pe3yNbTaTiB HABYaHHS, TOCATHEHHS SIKUX KOHTPOIIOETHCS.

PesynbTaT HaBUaHHS CTYIEHTA, IO BiJI0OPaKaIOTh JOCATHYTHIA HUM
piBE€Hb KOMIIETEHTHOCTEH BITHOCHO OYIKYBAaHUX, 1IEHTU(DIKYIOTHCS Ta
BUMIPIOIOTBCSL TiJi Yac KOHTPOJIBHUX 3aXOJIB 3a JOIOMOIOK0
KpUTEpiiB, L0 KOPEIIOIOThCS 3 ONMcaMH KBaliQikaliliHUX piBHIB
Hamionansnot paMKu KBasTi(pikarii 1 XapaKkTepU3yrTh
CMIBBIHOIIEHHS BUMOT JI0 DPIBHA KOMIIETEHTHOCTEH 1 MOKa3HMKIB
OLIIHKH 32 PEUTUHTOBOIO IIKAJIOIO.

[TincyMKOBHIA KOHTPOJIb 3 HABYAIBHUX NUCIUILTIH 3IACHIOETHCS 3a
pe3yiapTaTaMd  TOTOYHOTO  KOHTpPOJO  abo/Ta  OIIHIOBaHHSM
BUKOHAHHSI KOMILJIEKCHOI KOHTPOJIBHOI poOoTu abo/Ta yCHUX
BIIITOBIAEN.

O1iHIOBaHHS PE3yJbTaTIB MPOBOAUTHCSA BiAMOBIAHO 10 [lonmokeHHs
YHIBEPCUTETY IO OLIHIOBAHHS pPE3y/lbTaTiB HaBYaHHS 3/100yBayiB
BUILIOT OCBITH

dopMa BUITYCKHOL
arecrarii

Arectamisi 3100yBadiB  BHIOi OCBITH 3AlMCHIOETbCS Y  (popmi
myOJIIYHOTO 3aXUCTy KBajidikamiitHoi podoTu Marictpa.
Kpamigikamiiina pobota Mae po3B’s3yBaTH CKJIagHy 3a1ady
iHdopmariiinoi Oesmekn Ta/abo kibepOesnmeku 1 mependavaTu
MIPOBEICHHS JIOCIIKEHb Ta/a00 3M1iICHEHHS IHHOBAITiH.

PoboTa nepeBipsieThCsl HA HASBHICTh IJIAriaTy 3TiJHO 3 MPOLEAYPOIO,
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BHU3HAYCHOIO CHCTEMOIO 3a0€3MEeYCHHSI SIKOCTI OCBITHBOT JIISTTHHOCTI Ta
SIKOCT1 BUIIOT OCBITH YHIBEPCUTETY.

3axuct kBami(ikamiiHOi poOOTH BIAOYBAETHCS MPWIIOAHO HA
3aciZJaHHI eK3aMeHaIliifHO1 KOMICIi.

Kpamigikamiiina  poboTa  ONPWIIOJHIOETBCS B PEMO3UTOPIi
YHIBEPCHUTETY.

1.6 PecypcHe 3a0e3neuyeHnHsi peaJjizauii nporpamu
Crnerudiuni Kanpose 3abesneueHHs BIJAINOBia€ KaapOBUM BHUMOTaM IIIOJIO
XapaKTepUCTUKU 3a0e3neueHHs] MPOBA/KEHHS OCBITHBOI MHiSNTBHOCTI U JAPYroro
KaJIpOBOTO (MaricTepchbKoro) piBHS BHINOI OCBITH BiAmoBimHO 10 JlineH31iHUX
3a0e3neueHHs YMOB IPOBAJKEHHSI OCBITHBOI JiSUTBHOCTI.
Jlo mpoBeAeHHsS ayqUTOPHUX 3aHATh 3allydyaloTbcs MpodecioHanu-
npakTukun 3 [IpUIHINPOBCBKOTO HEHTPY TEXHIYHOTO 3aXUCTY
iHdopmarrii.
Buxmagaui TepioAMYHO TIOCHJIIOIOTH CBOIO  TIATOTOBKY 4epes
MPOIIeAYPY MiABUIEHHS KBaTi(iKallii.
Crenudiuni MarepianbHO-TeXHIYHE 3a0€3MEeUYCHHS BIATOBIIA€ TEXHOJIOTITYHUM
XapaKTepUCTUKU BUMOTaM II0JI0 3a0e3MeyYeHHs] MPOBAPKEHHS OCBITHBOI iSUIBHOCTI
MarepiaibHO- IUIL Ipyroro (MaricTepchbKOro) piBHsS BHUINOI OCBITH BiOIOBITHO 10
TEXHIYHOT'O JlineH3iitHUX YMOB IIPOBA/PKEHHSI OCBITHBOT TISUTBHOCTI.
3a0e3neueHHs [linroToBKa 3a MJAaHOIO OCBITHBOIO MPOTPAaMOIO 3HIMCHIOETHCS B
J1a00paTopisiX: €NEKTPOHIKH; KOMIT IOTEPHOTO MO/ICITIOBAHHS; 3aC001B
TEXHIYHOTO 3aXUCTy iHQopmaii; kibepOe3nekn i3 BUKOPHCTAHHIM
KOMILIEKCIB 3ac001B 3axucTy «I'pHd», aBTOMaTU30BaHOTO KOMILIEKCY
PaTiOMOHITOPUHTY "AKOP-2I1K-M", Oarato(yHKIIIOHATbHUX
nomykoBux npuctpoiB ST-031P  Ilipanbs” Ta CPM-700 «Akynay.
Crenudiuni [ndopmariiitne 3a0e3nedeHHs nependayac HassBHICTD:
XapaKTePUCTUKU - BITYM3HSIHUX Ta 3aKOPJOHHUX (PaxOBUX MEPIOJUIHHUX BUIAAHD
1H(dopMariifHOrO Ta BIINOBIAHOTO Ipo¢ito y 616110TeN 3aK1any ocBITH (Y TOMY YKCTi B
HaBYAIIbHO- €JIEKTPOHHOMY BHIJISI/I1) 3aJI€KHO BiJl HAWBHILIOTO PiBHSA, 32 IKHM
METOJANYHOIO ($aKkTUYHO POBAUTHCS OCBITHS A1ISUIBHICTD;
3a0e3neueHHs - TocTymny 70 6a3 JaHUX MepiOAMYHUX HAYKOBHUX BUJaHb aHTITIHCHKOIO

MOBOIO BIJIMIOBITHOTO MPOQ1ITIO;

- BUKOPUCTaHHS NpoQeciifHOT TUCTaHIIHHOI TNIaTPOPMHU MiATOTOBKU
(axiBIIiB 3 KibepOe3meKu;

- oimiifHoro BeOcaiiTa 3aKiay OCBITH YKPAaiHCHKOIO Ta aHTIIHCHKOIO
MOBOIO, Ha IKOMY pO3MiIllleHa OCHOBHA 1H(OopMaIlisi Mpo Horo
JUSUTBHICTB (CTPYKTYPA, JileH31i Ta cepTU(IKaTH PO aKpeauTaLiio,
OCBITHSI/0CBITHbO-HAyKOBA/ BUJIJaBHUYa/aTecTaliiiHa (HAyKOBUX
NPaLiBHUKIB) AISJIBHICTD, 3pa3KH JOKYMEHTIB IPO OCBITY, YMOBH IS
JIOCTYMHOCTI 0c10 3 IHBATIAHICTIO Ta 1HIIMX MAJIOMOOIIBHUX TPyl
HaCeJIeHH 710 PUMIIleHb, HaBYaJIbHI Ta HAYKOB1 CTPYKTYpHIi
MIIPO3AUTH Ta iX CKIIa, MepeTiK HaBYaTbHUX AUCIUILTIH, TPaBHUIIa
npuiioMy, KOHTaKTHa iHpopMalis).

HapuansHO-MeTOIMUHE 3a0€31eueHHs repeoadac HassBHICTb:

- 3aTBEPUKEHUX OCBITHBO-TIpO(deciitHOi mporpaMu, HaBYaJIbHUX IUIAHIB,
3a IKUMH 3T1MCHIOETHCS MiITOTOBKA 3/100yBayiB BUIIOI OCBITH;
pOOOYMX MPOrpaM 3 yCiX HaBYAIbHUX JAUCHUIUIIH HaBYAJIbHUX TUIaHIB;
- MpOTpaM 3 YCiX BUIIB MPAKTHUYHOI MIJTOTOBKH 10 KOXKHOI OCBITHHOT
IpOTpaMu;

- METOJMYHUX MaTepiajiB JyIsl IPOBEICHHS MiJACYMKOBOI arecTaiii
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3100yBaviB BUIIIOT OCBITH TOIIIO.

Meroauuni MaTepiayii po3MilieHi Ha T1IaTdopMi AWCTAHITIHHOT
ocsitu Moodle, caiiti kadeapu ta B nogatkax cepgicie Office 365:

https://do.nmu.org.ua/course/index.php?categoryid=>5.

1.7 AxageMiuHa MOOLILHICTH

HarnionansHa KpenuTHa
MOOUIBHICTD

MOXJIMBICTB YKJIQIaHHS YT'OJI PO aKaJAeMidYHy MOOLIBHICTB, ITPO
MO/IBITHE TUTUIOMYBAHHSI TOIIIO

MixkHapoJHa KpeauTHa
MOOLITBHICTh

MOXIIUBICTh YKJIaJaHHS YrOJl PO MIKHAPOJHY MOOUIBHICTB, IPO
MO/BIMHE TUIIJIOMYBaHHS, PO TPUBAII MIKHAPOIAHI IPOSKTH, 110
nependavaoTh HaBYaHHS CTYACHTIB TOIIO.

[TostoskeHHS PO MOPSIOK peaizallii mpaBa Ha aKaJeMIuHY
moOueHicTs HTY "JIHinpoBchbka nomiTexuika': http://surl.li/crwsa
Crpareris intepHanionanizanii HTY "/IninpoBcbka momiTexHika':
http://projects.nmu.org.ua/ua/Internationalisation_strategy en_2025.pdf
[Iponenypa BimOopy Ha MporpamMu akageMigHoi MOOIITBHOCTI:
http://projects.nmu.org.ua/ua/Selection procedure applied for the
selection of students and staff for mobility.pdf

JlocTymHi mporpaMu MOOUIBHOCTI Ta YHIBEPCUTETH-TIAPTHEPH

1. Erasmus+ K107:

- YuiBepcut Xaeny, (Icnanis);

- Yuisepcuter Jleobeny (ABctpis);

- Uankupu Kaparekin YHiBepcuret (Typeuunna);

- BpoiutaBcbka nosiTexHika.

2. Ctuniennis banen-Broprembepr (Baden-Wurtemberg):

- YuiBepcutet Ecninreny (nporpama — Information Technology (B));
- VHiBepcuter Poiftninreny, Himeuuunna.

3. IIporpama Typenpkux oOMiHiB MeBnaHa.

HaBuanHs iHO3eMHHX
3100yBayiB BUIIOL
OCBITH

HaBuanHs iHO3eMHMX 3/100yBauiB BHUILOI OCBITH HE NependadyeHo.

2 OBOB "A3KOBI KOMIIETEHTHOCTI

[HTEerpanbHa KOMIETEHTHICTh MaricTpa 31 cneriaibHocTti 125 KibepOesneka Ta
3aXHCT 1H(oOpMaIlii - 34aTHICTP 0COOU PO3B’SI3yBaTH 3a7adl JOCIIAHUIILKOTO Ta/abo
IHHOBALIMHOTO XapakTepy y cepi iHPpopMaliitHoi Oe3neku Ta/ado kibepOe3neKH.

2.1 3aranpH1 KOMIIETEHTHOCTI

Hudp ‘ KommnereHTHOCTI
1 2
K3-1 3/1aTHICTh 3aCTOCOBYBATH 3HAHHSI Y MPAKTUYHUX CUTYAIIsX.
K3-2 31aTHICTh IPOBOJUTHU JAOCIIIPKEHHS HA BIAOBITHOMY PiBHI.
K3-3 3MaTHICTh 10 aOCTPAKTHOTO MUCJICHHS, aHAJTI3Y Ta CHHTE3Y.
K3-4 3aTHICTh OLIIHIOBATH Ta 3a0€3MeUyBaTH SIKICTh BUKOHYBAHUX POOIT.
K3-5 31aTHICTh CHUIKYBATUCS 3 IPEACTaBHUKAMU 1HIIUX MPOQeciiHUX TPyl Pi3HOTO PiBHS
(3 excriepTaMu 3 1HIIMX Tay3el 3HaHb / BUJIB €KOHOMIYHO1 AISTHHOCTI).



https://do.nmu.org.ua/course/index.php?categoryid=5
http://surl.li/crwsa
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2.2 CoeniaiabHl KOMIIETEHTHOCTI

2.2.1 daxoBi (cremniaabHi) KOMIIETEHTHOCTI 32 CTAHAaPTOM BHIIOT OCBITH

Hnudp KommnereHTHOCTI
1 2
Kd1 31aTHICTh OOTPYHTOBAHO 3aCTOCOBYBATH, IHTETPYBaTH, PO3POOIISITH Ta

yIOCKOHAIIIOBATH Cy4acHi iH(pOpMaLiifHi TEXHOJIOTIi, (pi3UUHI Ta MaTEMAaTU4HI MOJIENI, a
TaKOX TEXHOJIOT1i CTBOPEHHS Ta BUKOPUCTAHHS MPUKIIQIHOTO 1 CTIeIiaTi30BaHOTO
IpOrpamMHOTo 3a0e3nedeHHs A BUpilIeHHs npodeciitHux 3aaa4 y chepi inpopmariitnoi
Oe3reku Ta/abo kibepOesneku.

K®d2 31aTHICTH pO3pO0IISATH, BIPOBA)KYBATH Ta aHATI3yBaTH HOPMATUBHI IOKYMEHTH,
MIOJIOKEHHS, THCTPYKIi f BAMOTH TEXHIYHOTO Ta OpPraHi3aliifHOro CrpsiMyBaHHS, a
TaKOoX 1HTETpyBaTH, aHATI3yBaTH 1 BAKOPUCTOBYBATH KpaIlll CBITOBI IPaKTUKH,
CTaHJapTH y mpodeciiiHiil nisnpHOCTI B cdepi iHpopmarliitHoi 6e3neku Ta/adbo

KiOepOe3neKH.

K®3 31aTHICTD AOCIHIHKYBATH, PO3POOIISATH 1 CYyITPOBOKYBATH METOIU Ta 3aCO0U
iHdopmartiiiHoi 6e3reku Ta/abo kibepOesnekn Ha 00’ ekTax iH(GopMaIiiHOT AISIIBHOCTI Ta
KPUTHYHOI iHPPACTPYKTYPH.

Kd4 31aTHICT aHAJI3yBaTH, PO3POOJISATH 1 CYIPOBOKYBAaTH CUCTEMY YIPaBIIiHHS

iH(opMaIiiHOIO OE3MeKO0r0 Ta/ab0 KibepOe3neKoro opranizailii, popMyBaTH CTpaTETrio i
MOJIITUKY 1H(POpMaIiifHOT 6€3MeKH 3 ypaXyBaHHSAM BITUYM3HSHUX 1 MDKHAPOIHHUX
CTaHJApPTIB Ta BUMOT.

K®5 | 3naTHicTh 10 AOCHIIKEHHS, CHCTEMHOTO aHalli3y Ta 3a0e3neueHHs Oe31epepBHOCTI
013Hec/onepaniiiHiuX MPOLECIB 3 METOI0 BU3HAYEHHSI Bpa3IUBOCTEN 1H(HOpMaLIHHUX
CHCTEM Ta PeCypcCiB, aHai3y PU3MKIB Ta BU3HAUYEHHS OLIHKH iX BIUIUBY Y BiIMOBIIHOCTI
JI0 BCTAaHOBJIEHOT CTpaTerii 1 MOMITUKY 1H(popMalliifHoi 6e3neku Ta/abo kibepoesnexku
oprasxizariii.

K®6 3/1aTHICTh aHaJlI3yBaTH, KOHTPOJIIOBATH Ta 3a0€3MeuyBaTH CUCTEMY YIIPABIIIHHS
JOCTYIOM 0 1H(POPMAaLIHHUX PECYpCiB 3TiIHO BCTAHOBJIEHOT CTpATerii 1 HOJITUKH
iH(dopMaliiHO1 Oe3neku Ta/abo Kibepbe3neKu oprasiszariii.

K®7 3/1aTHICTh AOCIIPKYBATH, pO3pOOIISATH Ta BIPOBAKYBATH METOM 1 3aX01 MPOTH I
KiOepiHIMAeHTaM, 311CHIOBATH MPOLIEypH YIIPaBIIHHS, KOHTPOJIIO Ta pO3CIiAyBaHHs, a
TaKOX HaJlaBaTH PEKOMEH/AIII] 11010 TOMePeKEHHS Ta aHai3y KiOepiHIMICHTIB B
L[1JIOMY.

K®8 3aTHICTh AOCIHIHKYBATH, pPO3pOOIISATH, BIPOBAIKYBATH Ta CYIIPOBOKYBATH METOIH 1
3aco0M KpUINTOrpadiqyHOro Ta TEXHIYHOTO 3aXUCTy 1HpopMaIii Ha 00’ eKTax
iHpOopMaLiiHOI TiSUTBHOCTI Ta KpUTHYHOI 1HPPACTPYKTYpPH, B iHPOPMALIIHHIX cHCTEMaX,
a TaKOX 3JJaTHICTh OL[IHIOBAaTH €(PEKTUBHICTh iX BUKOPUCTAHHSI, 3T1THO BCTAHOBJIEHOT
cTparterii 1 moyliTHKY iHpopMalliiiHoi 6e3neku Ta/abo kibepOesneku opraHizarti.

K®9 3/1aTHICTh aHaJII3yBaTH, PO3POOJISITH 1 CYIIPOBOKYBATH CUCTEMY ayJIUTy Ta
MOHITOPUHTY €(heKTUBHOCTI (PYyHKIIIOHYBAaHHS 1H()OPMAIIITHUX CUCTEM 1 TEXHOJIOTH,
O13Hec/omnepaniiHuX IPOoIeciB B Tamy3i iHpopMalliifHoi 6e3mexku Ta/abo kibepOes3nexu
oprasizailii B IIJIOMY.

K®10 31aTHICTh MPOBAAUTH HAYKOBO-TIEAATOTIYHY JISUTHHICTD, TIAHYBATH HABYAHHS,
KOHTPOJTIOBATH 1 CYMPOBOKYBATH POOOTY 3 TIEPCOHATIOM, a TAKOXK MpUMaTH e(heKTUBHI
pilieHHs 3 nuTaHb iHQopMaIliiiHoi 6e3neku Ta/abo KidepOe3neKu.

2.2.2 CreniajibHI KOMIIETEHTHOCTI 3 YpaxyBaHHSM OCOOJIMBOCTEH OCBITHBOI
porpamu




13

Ingp KomnerentHocTi
1 2

CK11 | 3parHicTh DOCTiIKYBATH Ta PO3POOISATH METOM 1 3aco00M 3abe3neueHHs KioepOesnekH i
3aXHUIIEHOCT] iH(pOpMaIlii Ha OCHOB1 IHTEJIEKTYaIbHOT'O MOCITFOBAHHS HEJITHIMHUX
JUHAMIYHHX TPOIICCIB.

CK12 3z[aTHiCT§ BIPOBA/UKYBATH T2 OILIIHIOBATH BiAMNOBIIHICTh CUCTEM, KOMIUIEKCIB Ta 3ac00iB
3axucTy iHdopmarii Ta kKibep3axucry.

CK13 3z[aTHiCTI? 3IIHICHIOBATH TEXHIUHE .KepiBHI/II_Il.“BO Ta HaJaBaTH KOHCYJbTATHBHI MOCIYTH 3
NUTaHb Ki0epOe3neku Ta 3aXucTy iHgopmarrii.

TEPMIHAX PE3VYJIbTATIB HABUAHHA

3 HOPMATHBHUM 3MICT NI OTOBKU, COOPMYJIbOBAHUI V

Kinmesi, mijCyMKOBI Ta IHTETpaTHBHI pe3yJbTaTH HaBYaHHS MaricTtpa 3i

crnemiansHOCTi 125 KiGepOe3neka, 110 BU3HA4Yal0Th HOPMATUBHUI 3MICT MIATOTOBKH 1
KOPEJIIOIOTHCA 3 TEPENIKOM 3arajlbHUX 1 CHEIlaJbHUX KOMIIETEHTHOCTEH, MOJaHo
HUXKYE.

Hudgp

IIporpamHi pe3y/ibTaTH HABYAHHA

KoMmmnerentHocTi

PH1

BinbHO cniikyBaTUCh Iep>KaBHOIO Ta 1HO3EMHOIO MOBaMHU, YCHO 1
MUCHMOBO JUIS IPEJICTABIICHHS 1 0OTOBOPEHHS PE3YJIbTATIB
JIOCITI/KEHb Ta IHHOBAIli, 3a0e3neueHHs Oi3Hec\onepaminHux
IPOLECIB Ta MUTaHb NPOdeciHHOT AISUTLHOCTI B rajty3i iHdpopMaliiHo1
6e3neku Ta/abo kibepOesneku.

K31, K33, Kdl1

PH2

[nTerpyBaru ¢pyHnaMeHTanbHi Ta CHeliaibHI 3HAHHS JUIS
PO3B’s3yBaHH CKJIAJHUX 3aJa4 iHpopMauiiHoi 6e3nexu Ta/abo
K10epOe3neKkH y MUPOKUX a00 MYJIbTUANCIMILTIHAPHUX KOHTEKCTAX.

K32, K33, KO1-KP3

PH3

[TpoBaauTH 1OCHiAHUIBKY Ta/a00 IHHOBALIMHY JisUIBHICTE B cepi
1H(opMartiifHoi 6e3rexu Ta/abo KibepOe3neKu, a TaKox B cepi
TEXHIYHOT'O Ta KpUNTOrpadiyHOro 3aXuUcTy iHpopmauii y
KibeprpocTopi.

K31, Kd1

PH4

3acTOCOBYBATH, IHTEIPYBATH, PO3POOIATH, BIPOBAKYBATH Ta
YIOCKOHAJIIOBATH CydacH1 1H(OpMalliiiHi TEXHOIOT11, Ppi3udHi Ta
MaTeMaTH4H1 MeTo/u 1 Mozeni B cepi iHopmariitHoi 6e3nexku
Ta/a00 Ki0epOe3neKu.

K31-K34, KO1-KP2

PHS5

Kputnuno ocmucioBat npodieMu iHpopMariitHoi 6e3mexu
Ta/ab0 KibepOe3neKku, y TOMY YHCII Ha MIKTaly3eBOMY Ta
MDKJTUCIMITTIHAPHOMY PiBHI, 30KpeMa Ha OCHOBI PO3YMiHHSI HOBHUX
pe3yNbTaTiB iIHKEHEPHUX 1 (P13MKO-MaTEeMaTHYHHUX HAYK, & TAKOXK
PO3BHUTKY TEXHOJIOT1H CTBOPEHHS Ta BUKOPUCTAHHS CIEI1ali30BaHOT0
IPOTrPamMHOTO 3a0€3TEUCHHS.

K33, K35, Kd2

PH6

AHaJi3yBaTH Ta OIIHIOBATH 3aXHUIIEHICTh CUCTEM, KOMIUIEKCIB Ta
3ac00iB KiOep3aXUCTy, TEXHOJIOT1] CTBOPEHHSI Ta BUKOPUCTAHHS
CIEeIIaII30BaHOTO MPOTPAMHOTO 3a0€3MeYeHHSI.

K31,
K®3,
Kd9

K34, Kol,
K®5-Kd7,

PH7

OOrpyHTOBYBaTH BUKOPUCTaHHS, BIPOBA/KYBATH Ta aHATI3yBaTH
Kpallli CBITOBI CTaHJIapTH, MPAKTHUKU 3 METOIO PO3B’SI3aHHS CKJIATHUX
3a1a4 npodeciiHoi MisUTbHOCTI B Tamy3i iHpopMaliifHo1 Oe3neku
Ta/ab0 KibepOe3neKu.

K31, K33, K2
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PHS

JocaimkyBaTs, po3po0IIsSTH 1 CYIIPOBOIKYBATH CUCTEMU Ta 3aCO0H
iH(opMmariifHoi 6e3rexku Ta/abo kibepOe3nekn Ha 00’ eKTax
iHpopManiiHOi TisUIbHOCTI Ta KpUTHYHOI iHPPACTPYKTYPH.

K31, K32, K34, K35,
K®3, K99, KO10

PH9

AHanizyBatu, po3po0JIsTH 1 CyIPOBOKYBATH CUCTEMY YIPABIIIHHS
iHpopManiliHo Oe3nmeKxoro Ta/abo kibepdesnekoro opraHizarii Ha
0a3i cTpaTerii 1 HOJITUKH 1HGOPMAIIHHOT O€31EKH.

K31-K34,
K®9, K10

K4,

PHI10

3abe3neuyBatu Oe3nepepBHICTh Oi3HeC/onepaliiHuX MpoIecis, a
TaKOX BUSIBJISITH YPa3JIMBOCTI IHPOpMAIIMHUX CUCTEM Ta PECYPCIiB,
aHaJIi3yBaTH Ta OLIHIOBATH PU3HMKH JUIA iH(pOpMaliifHoi Oe3neKn
Ta/ab0 KibepOe3neKku opraxizaiii.

K31, K33,
K®S5, K99

K34,

PHI1

AHainizyBaTH, KOHTPOJIIOBATH Ta 3abe3nedyBaT e(h)eKTUBHE
(GYHKIIIOHYBAHHS CUCTEMH YIIPaBJIIHHS JOCTYIIOM 0 iH(pOopMaIliifHuX
pecypciB BIIIOBIIHO 10 BCTAHOBIICHUX CTPATETIl 1 MOTITHKU
iH(opMarliiHoi 6e3neku Ta/abo KibepOe3neKkn opraHizartii.

K31, K33,
K®6, KO10

K34,

PHI12

JlocipkyBaTh, po3po0IIsATH Ta BIPOBA/KYBATH METOJIH 1 3aX0I1
IPOTUAIT KiIOepiHIMACHTaM, 31HCHIOBATH IPOLEAYPH YIPABIIHHSA,
KOHTPOJTIO Ta PO3CIIiIyBaHHS, a TAKOK HAJaBaTH PEKOMEHIAIIi1T 100
MOTNIEPEPKEHHS Ta aHaJIi3y KiOCpIHIIMICHTIB B IIJIOMY.

K31, K33, K34,
K®4, Ko7, KO10

PH13

JlocmipKyBaTh, po3po0IIsSTH, BIIPOBAIKYyBATH Ta BUKOPUCTOBYBATH
METOJIU Ta 3aCO0M KPUNTOTpadhiqyHOro Ta TEXHIYHOTO 3aXHUCTY
iH(popMarii Gi3Hec/onepariiHuX MPOLECiB, a TAKOXK aHAJI3yBaTH 1
HAJIaBaTH OI[IHKY €(PEeKTUBHOCTI iX BUKOpUCTAHHS B iHGOpMaIIHHUX
cucreMax, Ha 00’ ekTax iHPOPMaIIHHOT AISUTEHOCTI Ta KPUTUIHOT

1HPPACTPYKTYPH.

K31, K33,
K®g, KP10

K34,

PHI14

AHani3zyBaTu, po3po0JIsSTH 1 CYyIPOBOIKYBATH CUCTEMY ayAUTy Ta
MOHITOPUHTY €(eKTUBHOCTI (PYHKIIOHYBaHHS 1H(HOpMaIiiTHUX
CHCTEM 1 TEXHOJIOTIH, Oi3Hec\onepariiHuX MporeciB y chepi
iHdopmaliitHoi Ta\abo KibepOe3neKH B LITIOMY.

K31, K33, K34,
K®4, KP9, KO10

PHI5

3po3yMisio 1 HeIBO3HAYHO JOHOCUTH BIIACHI BUCHOBKH 3 TIPOOIIeM
1H(popmariifHoT Oe3nexu Ta/abo KibepOe3neKy, a TaKOXK 3HAHHS Ta
MOSICHEHHS, 10 iX OOTPYHTOBYIOTH JI0 MIEPCOHANY, TApPTHEPIB Ta
IHIIUX 0Ci0.

K34, K35, K®10

PHI16

[TpuiiMaT OOIpYHTOBAHI pIIIEHHS 3 OpraHizaliitHO-TEXHIYHUX
nuTaHb 1HPoOpMaIliiiHoi 6e3neku Ta/abo kibepOe3neKku y CKIaIHuX 1
Herepe0auyBaHUX YMOBAX, y TOMY YHCII 13 3aCTOCYBaHHSAM
CyJacHHMX METO/IIB Ta 3ac001B ONTUMI3allli, IPOrHO3YBaHHS Ta
OPUNRHATTS PillICHb.

K31-K34, KO3-Kd7,
K®9, KO10

PH17

MaTH HaBUYKH aBTOHOMHOT'O 1 CAMOCTIHOTO HaBYaHHS y cdepi
iH(popMaiifHoi Oe3neku Ta/abo KibepOe3neku i JOTHUHUX raty3ei
3HaHb, aHAJII3yBaTH BJIACHI OCBITHI HOTPEOU Ta 00’ EKTUBHO
OLIIHIOBATH PE3yJIbTaTH HaBYaHHSI.

K®3, KP10

PHI18

[TmanyBaTy HaBYaHHS, a TAKOXK CYIPOBOKYBATH Ta KOHTPOIIFOBATH
poOOTY 3 EPCOHATIOM Yy HanpsMmy iHpopManiiHoi 6e3nexu Ta/abo
Kki0epOe3nexu.

K31,
K®10

K34, K35,

PHI19

OO6upatu, aHai3yBaTH 1 po3po0IsTH NPUAATHI TUIIOB] AHATITUYHI,
PO3paxyHKOBI Ta €KCIIEPUMEHTAIbHI METOIH KiOep3axucTy,
PO3pOo0IIATH, peali3oByBaTH Ta CYIPOBOKYBATH MPOEKTHU 3 3aXUCTY
iH(opmMartii y kibepnpocTopi, IHHOBAIIIHOT TISUTBHOCTI Ta 3aXUCTY
IHTENEKTYyaIbHOI BIACHOCTI.

K31, K34, K35, Kd1-
Kd4, KD6-KD9
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PH20

CraBuTH Ta BUPIIIYBaTH CKJIaHI IH)KEHEPHO-TIPUKIIA/IHI Ta
HayKOBI 3a/1a4i iHpopMamiiHOi 6e3rnekn Ta/abo KibepOe3neku 3
ypaxyBaHHSM BHMOT BITUM3HSIHHX Ta CBITOBHX CTaHJApPTIiB Ta
KpaluXx NpaKkTHK.

K31- K35, Kd1, KP3

PH21

BukopucToByBaTH METOM HATYPHOTO, (Di3MYHOTO 1
KOMIT FOTEPHOTO MOJETIOBAHHS JUIs JTOCIIDKEHHS MTPOIIECiB, AKi
CTOCYIOThCS iHGOpMaIliiHO1 Oe3meku Ta/abo KibepOe3neKHu.

K31-K34, K®1, K®3,
K®5, Ko7, KO8

PH22

[TnanyBaTy Ta BUKOHYBAaTH €KCIIEPUMEHTAJIbHI 1 TEOPETUYHI
JOCITIJIKCHHS1, BUCYBATH 1 IEPEBIPATH TiI1OTE3H, OOMPATH IS I[LOTO
NPUAATHI METOIU Ta IHCTPYMEHTH, 3/11HCHIOBATH CTATUCTHYHY
00pOoOKyY 1aHUX, OLIHIOBATH JIOCTOBIPHICTH PE3yIbTATIB JOCHIKEHB,
apryMEHTYBaTH BUCHOBKH.

K32-K34, K1, KP3

PH23

OOrpyHTOBYBaTH BHOIp IPOTpaMHOTO 3a0€3MeUeHHS, YCTaTKyBaHHS
Ta IHCTPYMEHTIB, IH)KEHEPHUX TEXHOJIOT1H 1 MPOIIEeCiB, a TAKOX
00OMEXEHb II0JI0 HUX B Tay3i iHpopMaIiiiiHoi Oe3rekn ta/ado
KiOepOe3neKy Ha OCHOBI CydyacHUX 3HaHb Y CYMDKHUX Tally3sx,
HAYKOBO{, TEXHIYHOT Ta JIOBIAKOBOI JIITEPATYpH Ta 1HIIOI JOCTYITHOI
iH(opmMarrii.

K31, K33, K34,
K®1-KP3, K®do6-
K®9

CrnenianbHi pe3yJbTaTH HABYAHHS 3 YPaXyBaHHAM 0C00JIMBOCTeH
OCBITHBOI IPOTPaMH

PH24

3nificHIOBaTH JOCHIKEHHS Ta pO3poOKy MeTomiB Ta 3aco0iB
3a0e3nedyeHHs KiOepOe3mekn 1 3axuIeHoCTi iHdopmariii, 110
00pobmnsieTbess  (Tepenaerscsi) B iH(QOpMAIiHO-KOMYHIKAIIIHHUX
cucTeMax, Ha OCHOBI MOJICJIIOBAHHS IPOLECIB 13 BUKOPHCTAHHSIM
METO/IIB CUCTEM IUTYYHOI'O IHTEJEKTY Ta HEeJIIHIHHOT IMHAMIKH.

CK11

PH25

BrpoBamkyBatu nporpamHi Ta anapaTHi 3aco0M 3axHCTy iHpopmarii
BIJIOBIAHO JI0 BCTAHOBJIEHMX CTpaTerii 1 MOJITUKU 1H(OpMaliiiHOi
Oe3neku Ta/abo kibepbesneku opranizaiiii. OiHIOBATH BiAMOBIIHICTh
CUCTEM Ta KOMIUIEKCIB 3aXHUCTy 1HPopMallii Ta KiOep3axucTy.

CK12

PH26

3nIACHIOBAaTH TEXHIYHE KEpIBHUITBO (axiBISIMM Ta HaJaBaTH
KOHCYJITATHBHI IOCJIYTH 1 TEXHIUYHY JOIIOMOTY 3 MMUTaHb TEXHIYHOTO
Ta KpUnTorpadigyHoro 3axucty iHpopmarii Ta Kibep3axucry.

CK13

4 PO3IIOALI PE3YJIBTATIB HABUAHHA 3A OCBITHIMU

KOMIIOHEHTAMUA

HIugp Pe3yabTaTH HAaBYaHHSHA

HaiimenyBaHH# OCBIiTHIX
KOMIIOHEHTIB

2 |

3

1 OBOB’SI3KOBA YACTHHA

PH1

MOBaMH, YCHO 1 TUCBMOBO JJIs TIPEICTABICHHS 1 JISUTBHOCTI

IHHOBAII}, 3a0e3neueHHs Oi3Hec\omepariiHuX
MPOIIECiB Ta MUTaHb MPodeciitHOT MISUTBHOCTI B
rany3i iHdopmariitHoi 6e3mneku Ta/ado
KiOepOe3neKHy.

BinpHO cniikyBaTHCh JIep:KaBHOIO Ta 1HO3eMHOI0 | [HO3eMHa MoBa J1st mpodeciitHoi

0OrOBOPEHHS pe3yJbTaTiB JOCTIIKEHb Ta (anrmiiicpka/HiMelbKa/PpaHIly3bKa)

PH2

[nTerpyBaru ¢pyHIaMeHTaNIbHI Ta CHENiaIbHI Bukonanss kBajidikaiiiiHoi
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3HAHHA JJIS PO3B’SI3yBaHHS CKJIaTHUX 3a1a4 poboTu
iHpopmaniiinoi 6e3nexu Ta/abo Kibepoe3nekn y Cucrtemu ympaBiiHHS
MIUPOKUX a00 MYJIbTUIUCIUTIIIHAPHUX iH(opMaIliifHOI 6e3MeK0I0
KOHTEKCTaX.
[TpoBaauTH HOCTIAHUIIBEKY Ta/a00 IHHOBAIIHY Texnoumnorii 3a0e3re4yeHHs
TisUTBHICTB B cdepi indopmariitHoi Oesneku Ta/ado | iHpopmaniiiHoi i KibepOe3nexu
PH3 | kibepOe3neku, a TakoX B cepi TEXHIYHOTO Ta 00’€KTiB
KpUnTorpadiuHoro 3axucry indpopmarii y Bupo6nuua npakTuka
KibeprpocTopi.
3acTOCOBYBATH, IHTETPYBATH, PO3POOIIATH, MopentoBaHHs CKIIATHUX
BIPOBAKYBATH Ta YAOCKOHAIIOBATH Cy4acHi HEJTIHIHHUX TIPOLIECIB B
PH4 | indopmariitai Texnomnorii, pi3uyHi Ta MaTeMaTH4Hi | KibepOesmeni
MeToau 1 MoJieni B cepi iHpopmariiiHoi Oe3rekn
Ta/abo KibepOe3neKy.
KputnuHo ocmuciIroBaT mpodieMu Texnouorii 3a0e3neyeHHs
iH(popMaIiiiHO1 Oe3rmeku Ta/abo kibepoe3neku, y iH(popMaIiiiHOT 1 KibepOe3neKu
TOMY YHCIIl Ha MIJKTaJIly3eBOMY Ta 00’€KTiB
PHS5 Mi)K[[I/I‘CIII/IHJIiHapHOMy piBHi,‘ 30Kpema Ha oc§OBi [lepenarecTamiiina mpakTHKa
PO3YMiHHS HOBHX PE3yNbTaTiB iIH)KEHEPHHX 1
(hi3MKO-MaTeMaTUYHHUX HAYK, & TAKOXK PO3BUTKY
TEXHOJIOTi1ll CTBOPEHHS Ta BUKOPUCTAHHS
CIEIiaJIi30BAHOTO IPOTPaMHOT0 3a0e3IeUeHHsS.
TexHororii 3a0e3ne4yeHHs
1H(popMaliiiHOT 1 K1bepOe3neku
00’€KTIB
. . . Cucremu ynpaBiliHHS
AHaITi3yBaTH Ta OI[IHIOBATH 3aXHUIIEHICTh CUCTEM, | . -~
. .. iHpopMariiiHO0 0e3MeK0r0
PH6 | KOMIUICKCIB Ta 3aco0iB K16ep33.XI/IC.Ty,. TEXHOJIOT11 THTeNeKTyaTbHI CHOTEMH
CTBOPEHHS Ta BUKOPHUCTAHHS CIEIiai30BaHOTO .
Kibep3axucry
IIPOrpamMHOTo 3a0e3Me4eHHs .
MopenroBaHHs CKIaHUX
HENIHIMHUX TPOIIECIB B
KibepOe3merri
BupobHuua npakTuka
OOrpyHTOBYBaTH BUKOPUCTAHHS, Cuctemu yrnpaBiiHHSA
BIIPOBA)KYBAaTH Ta aHaJII3yBaTH Kpallli CBITOBI 1H(popMaliifHOIO Oe3MEeK0I0
PH7 | cranmaptu, NpakTHKHU 3 METOIO PO3B’SI3aHHS Bupo6uuua npakTuka
CKJIQITHUX 3a7a4 Mpo¢eCiiHOI TiSTLHOCTI B TaTy3l
iHpopManiiiHoi 6e3neKku Ta/abo KibepOe3neKH.
JocmimkyBaT, po3po0ATh 1 CYyIPOBOKYBATH Cuctemu yrpaBiHHS
pHg | CHCTEMH Ta 3aco0u iH(bonguiﬁHo'i 66;31161(14 Ta/abo | iHpOpMaLIHHOIO Oe3MeKoI0
ki0epOe3neku Ha 00’ ekTax 1HpopMaIiitHOT
JUSUTBHOCTI Ta KPUTUYHOI iHPPACTPYKTYPH.
AHaiizyBaTH, po3po0JIsSTH 1 CYPOBOIKYBATH Cuctemu yrpaBiHHS
PHo | CHCTEMY YIIpaBIiHHSA in)onguiﬁHom 6e3pe1<oro iHpopMariiiHO0 0e3MeK0r0
Ta/abo kibepOe3exoro opranizaiii Ha 0a3i
cTpaterii 1 MoJIITHKY iHpOopMaLiiHOT Oe3MeKH.
3abe3neuyBatu 0€3MEPEPBHICTH TexHomorii 3a0e3meueHHs
PHI0 0i3Hec/onepaliifHuX MPOLECiB, a TAKOXK BUABIATH | iH(poOpMaIiitHOi 1 KibepOe3neku

ypa3auBOCTi iHQOPMAIIIHHUX CUCTEM Ta PECypCiB,
aHaJII3yBaTH Ta OIIHIOBATH PU3UKH IS

00’€KTIB
Cucremu ympaBiiHHS
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iH(dopmartiiiHoi 6e3reku Ta/abo kibepoe3neku iH(opMaIliifHO 0e3MeK0I0
oprasxizarii.

AHanizyBaTH, KOHTPOJIIOBATH Ta 3a0e3neuyBatu | TexHoJorii 3a0e3neueHHs
eexTHBHE (DYHKIIIOHYBAaHHS CHCTEMH YIpaBliHHA | iHpopMaIiitHoi 1 KibepOe3neku

PH]] | AOCTYTIOM S0 iH(opMaIIHHUX pecypcCiB BIAMOBIIHO | 00’ €KTIB
710 BCTAHOBJIGHUX CTPATETii 1 MOMITUKA Bupo6uuua npakTuka
iH(dopmarriiiHoi 6e3reku Ta/abo kibepOe3nekn
oprasxizarii.

JocnipKkyBaTh, po3po0iiaTi Ta BpoBakyBaTtd | CuctemMu ynpaBiliHHS

METOAM 1 3aX0AH MPOTHIIT KiOepiHIIICHTaM, iH(pOopMaliiiHO0 0e3MeK0r0
PHI? 3IIACHIOBATH POLIETYPH YIPABIIHHSA, KOHTPOJIIO

Ta pO3CIiyBaHHs, a TAKOXK HAIaBaTH

peKoMeHaaLli 11010 MONEePEeIKEHHS Ta aHali3y

KiOEpIHIIUICHTIB B IJIOMY.

JocnipkyBaTh, po3po0iisaTH, BIPoBapKyBaT Ta | TexHosoril 3a0e3nedyeHHs
BHKOPUCTOBYBAaTH METOJH Ta 3aco0u iH(popMaIiiiHOT 1 KibepOe3neKu
KpUNTOrpadiuHOro Ta TEXHIYHOTO 3aXUCTY 00’€eKTiB

PHI3 iHpopmanii 6i3Hec/onepariitHux mporecis, a MonientoBaHHs CKIaJHUX
TaKOX aHaJi3yBaTH 1 HaJJaBaTH OLIIHKY HEJTIHIHHUX TPOLECiB B
eeKTUBHOCTI iX BUKOpHCTaHH: B iHQopManiiiaux | kibepOesmeri
cucTeMax, Ha 00’ekTax iHpopMariitHoi isutbHOCTI | BupoOHMUa mpakTrka
Ta KPUTUIHOI iHPpacTpyKTypH.

AHatizyBaTH, pO3pOo0JIATH 1 CyITPOBOIKYBATH [HTeNneKkTyanbH1 cCUCTEMH
CUCTEMY ayJUTy Ta MOHITOPUHTY €()eKTUBHOCTI Kkibep3axucry

PHI14 | dynkuionyBaHHs iHQOpMaILIHHIX CUCTEM 1 Cucrtemu ympaBiiHHSA
TEXHOJIOTIH, Oi3Hec\omepariiHux nporeciB y chepi | iHbopMaliiHOK Oe3MeKor0
iHdopmairiiiHoi Ta\abo KibepOe3neKH B LITOMY. BupobHuua npakTuka

[Ho3emMHa MoBa [yt podeciitHol
o . JUSIBHOCTI

3p0o3yMisI0 1 HEJIBO3HAYHO JOHOCUTH BIIACHI o .

. N (anrnificpka/HiMenbKa/GppaHITy3bKa)
BHUCHOBKH 3 ITpo0JieM iH(opmaliifHoi 6e3nexu .
. VYnpasiniHHs 0€3EKO010,

PHIS5 | Ta/abo kiGepOe3nexu, a TAKOXK 3HAHHS Ta . . . .
HOSICHEHH, 110 iX OBIPYHTOBYIOTH 10 EPCOHAT aBTOHOMHICTb Ta BIJIMOBIJAJIbHICTb
L YHTOBYIO p Y y npodeciiiHiil Ti9IbHOCTI

NapTHEPIB Ta 1HIIHMX 0Ci0. e o
Bukonanss kBasidikaiiiHoi
poboTtu
VYnpasiiHHs 6e31eKo10,
. . ABTOHOMHICTh Ta BiANOBIJAIbHICTh
[TpuiimaTu 0OTrpyHTOBaHI pillIEHHS 3 AV .
. . . .. .. | ynpodeciitHiil aisIbHOCTI
OpraHi3alifHO-TEXHIYHUX MUTaHb 1HPOPMAIIHHO] ]
. . [HTENneKTyanpH1 cHCTEMH
6e3nexu Ta/abo kibepOe3nekn y CKIaIHMX 1 .
. Kibep3axucry
PH16 | nenepenbauyBanux ymoBax, y TOMY YHCII 13 . . .
. . VYnpasiaiHHS iHHOBAIliHHAMHA
3aCTOCYBAaHHSIM CY4aCHUX METOJIIB Ta 3acC00iB
M . MIPOEKTaMH
OTITUMI3aIlil, TPOTHO3yBAaHHS Ta MPUUHATTSI

. MopenroBaHHs CKJIaJHUX

pillieHb. . :
HEJIHIHHUX TPOIIECiB B
KibepOesnerri

MaTu HaBUYKH aBTOHOMHOTO 1 CAMOCTIHHOTO YrpaiiHHS 0€3MEKOI0,
HaBuYaHHA y cdepi iHdopmalliiiHoi Oe3rneku Ta/abo | aBTOHOMHICTH Ta BiAMOBIIABHICTh

PH17 | xibepbe3nexu i JOTUYHUX Taly3el 3HaHb, y npoceciitHiii qisubHOCTI

aHaTI3yBaTH BJIACHI OCBITHI MOTpeOH Ta
00’ €KTHUBHO OIIHIOBATH PE3yJIbTAaTH HaBYaHHS.

BupobHuya nmpakTuka
[TepenarecTaniiHa mpakTHKa
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Bukonanus kBamidikariiinot
pobotu
VYrpaBniHHs 0€3MeKo10,

[InanyBaTu HaBYaHHS, @ TAKOXK CYIPOBOKYBAaTH . . . )
aBTOHOMHICTh Ta BiAOBIAAJIBHICTD
Ta KOHTPOJIIOBATH pOOOTY 3 MEPCOHATIOM Y o o . .
PHIS . o y npodeciitHiil AisTbHOCTI
HarnpsMy iHdopmartiiiHoi 6e3neku Ta/abo s . "
. YnpaBiiHHsS IHHOBALIHHUMH
KibepOe3nexu.
IPOEKTaMU
) . ) Texunomorii 3a0e3neyeHns
OO6upatu, aHai3yBaTH 1 po3po0IISITH TPUIATHI . VIR
. . . . iH(opMariifHOoi 1 KibepOe3nekn
TUIIOB1 aHAJIITUYHI, PO3PaXyHKOBI Ta o6’ e Tin
eKCIIepUMEHTAIbHI METOAM Kibep3axucry, . . .
. YpaBiiHHS 1HHOBAITHUMHU
PH19 | po3pobusartu, peanizoByBaTH Ta CylpOBOKYBaTH DOCKTAMIL
IIPOEKTH 3 3axXHUCcTy iHpopMmarii y kibeprpocTopi, P .
. AV . [lepenatecTamiiina npakTuka
IHHOBAIIIIHOT JiSUTBHOCTI Ta 3aXUCTY e e
. .. . Buxonanus kBasidikariitnol
IHTENEKTyaJIbHOT BIIACHOCTI.
poboTu
CraBuTH Ta BUPINTYBATH CKIIAIHI 1H)KEHEPHO- MopentoBaHHS CKJIaTHUX
MIPUKJIA/IHI Ta HAYKOBI 3aa4i iHpopMariitHoi HEJIHIHHUX TIPOLIECIB B
PH20 | 6e3meku Ta/abo kibepOe3neKku 3 ypaxyBaHHSIM kibepOe3neri
BHMOT BITYM3HSHUX Ta CBITOBHX CTaHIAPTIB Ta Bukonanus kBamidikariinot
KpaIMX IPaKTHK. pobotu
[HTENneKTyanbHI CCTEMHI
Kibep3axucry
BukopucroByBaTH METOIM HATYPHOTO,
. ) , MozentoBaHHS CKJIAIHUX
(b13MYHOTO 1 KOMIT FOTEPHOI'0 MOJAETIOBAHHS JIIs . .
PH21 . . . HEJIIHIMHUX TPOIIECIB B
JOCITIKEHHSI TIPOIIECiB, SIKi CTOCYIOTBCS . !
g AV . kibepbesmerri
iHpopMaiiiHoi 6e3neku Ta/abo KibepOe3neKH. VI
BuxonanHns kBaniikamiiiHoi
pobotu
[TnanyBaTu Ta BUKOHYBaTH €KClIepUMEHTaNnbH1 1 | BukoHaHHs kBamidikaiiHoi
TEOPETUYHI JTOCII)KEHHS, BUCYBAaTH 1 IEPEBIPSITH | poOOTH
P22 rinore3u, oOMpaTu Ui IbOTO MPUIATHI METOIH Ta
IHCTPYMEHTH, 3A1CHIOBAaTH CTATUCTHYHY OOPOOKY
JIAaHUX, OLIIHIOBATH JIOCTOBIPHICTh PE3yNbTaTiB
JOCIIJKEHb, apTYMEHTYBaTH BUCHOBKH.
OOrpyHTOBYBaTH BUOIp MPOTrPaMHOTO IHTenexTyanbH1 CUCTEMHU
3a0e3neyeHHs], yCTaTKyBaHHsI Ta IHCTPYMEHTIB, Ki0ep3axucry
IH)KEHEpHUX TEXHOJIOT1H 1 MPOIIEeCiB, a TAKOXK Bukonanus kBamigikariiHoi
PH23 oOMeXeHb 10JI0 HUX B Taiy3i iHpopMaliitHoi pobotu
6e3nexu Ta/abo kibepOe3nekn Ha OCHOBI Cy4acHUX
3HaHb Y CYMDKHHX Tally3siX, HAyKOBOi, TEXHIYHOT
Ta JIOBIKOBOI JIITEpPATypH Ta 1HIIOT TOCTYIMHOL
iH(hopMmarii.
3nifCHIOBATH JJOCHIKEHHS Ta pO3po0Ky MeTOAIB | [HTeneKTyanbHi cUCTeMHU
Ta 3ac00iB 3a0e3neueHHs KibepOe3nekH i Ki0ep3axucry
3aXUIICHOCTI iHpopMaIlii, o 0OpodISETHCS MopentoBaHHS CKJIAIHUX
PH24 | (mepenaetncesi) B iHpopMaliitHO-KOMYyHIKaI[ITHIX HeJHIMHUX MPOIIECiB B

CUCTEeMaXx, Ha OCHOB1 MOJEITIOBAHHSI MPOIIECIB 13
BUKOPUCTAHHSIM METOJIIB CHCTEM IIITYIHOTO
IHTEJICKTY Ta HEIiHIHOI TUHAMIKH.

kibepoe3merri
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BnpoBamxyBaT porpamHi Ta amapatHi 3acodu | TexHomorii 3a0e3nedeHHs
3axucTy iH(opMaIlil BiAMOBIIHO 10 BCTAHOBJICHUX | iH(opMaliiiHoi 1 kibepOesneku
cTparerii 1 MoTITHKH 1HPOpMaIIHOT Oe3meKn 00’€eKTIB
PH25 | Ta/abo kiGepOe3nexu opranizaiii. OniHoBaTH IHTeneKTyanbHi CHCTEMHU
BIJIMOBITHICTh CHCTEM Ta KOMIUIEKCIB 3aXHCTY Kibep3axucry
iHpopmarii Ta Kibep3axucTy. Cuctemu ynpaBiiHHS
iH(popMaIliifHOI 0e3MEeKOI0
3nilicHIOBAaTH TEXHIYHE KEPIBHUITBO (axiBLsAMU Ta | TexHomorii 3abe3neyeHns
HaJaBaTU KOHCYJBTAaTHBHI IOCIAYTd 1 TEXHIYHY | iHpOpMAaIiiiHOi 1 KibepOe3neku
PH26 | nonomory 3 MUTaHb TEXHIYHOTO Ta | 00’€KTIB
kpunrorpadigaoro  3axucty  iHpopmamii  Ta | CucTEeMU ynpaBIiHHSI
Kibep3axucry. iHpOpMaLiiHOIO 0E3MEKO0I0
2 BUBIPKOBA YACTHUHA

Busznavyaerbcs 3aBasiku BUOOpY 3100yBavaMu HABYAJIbHUX JMCUMILIIH i3 3aIPONIOHOBAHOI0
nepeJky

5 PO3IIOALIIT OBCATY ITPOI'PAMU 3A OCBITHIMU KOMITOHEHTAMU

= = <
o 2| 5| =%
= L < < = B
= OcBiTHiii KOMIIOHEHT = < S %
= S| Z| 8¢
@) o= =
=
1 2 3 4 5
1 OBOB’SI3KOBA UACTHUHA 66
11 HukJ 3arajbHol NiATOTOBKH 9
31 IHo3eMHa MoBa jutst mpodeciitHOT MisITBHOCTI 6,0 ic | 1;2;3;4
(anrmiiicpka/ HiMenbKa/ (hpaHIly3bKa)
32 YmpaBitiHHS 0€31EeK0I0, aBTOHOMHICTH Ta 3,0 3 3
BIJIMOBIAANIbHICTD Y TpOdeciiiHiil TisSTbHOCTI
1.2 Huka cneniajbHOI MiATOTOBKH 57
121 Daxosi 0c8iMHI KOMNOHEHMU 34 CNeYidlbHICMIO 27
o1 Texnounorii 3a0e3neueHHs 1HGOPMaIIHHOT 1 8,0 ic 1,2
Ki0epOe3neKu 00’ eKTiB
D2 [HTeneKTyallbHI CUCTEMH K10ep3aXUcTy 5,0 ic 1,2
3 Cuctemu ynpasiiHHs iHGopMaIiiiHOIO 6€3MeK0I0 6,0 ic 1;2
D4 YrpaBiiHHS IHHOBAIliIHHUMH MPOSKTaAMH 3,0 I3 1
D5 MopentoBaHHS CKJIAIHUX HETIHIHHUX MPOIECIB B 50 ic 3:4
kibepbe3nerri
122 Ilpakmuuna niocomoska 3a cneyiaibHicmo ma 30
amecmayis
I11 Bupo6Huya npakTuka 10,0 | o3 5
112 [lepenarecTauiiina MpakTHKa 50 | 1m3 B
KP Bukonanus kBamidikaiiiHoi podoTu 14,5
Bukonanns kBamidikaiiiHoi poooTH 0,5
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1 2 3 4 5

BUBIPKOBA YACTHUHA 24

Busnauaerncsi 3aBAKH BUOOPY 3100yBaYaMu

B HABYAJbHUX JMCHUILIIH i3 32alIPONIOHOBAHOI0
nepeJiky

Pa3om 3a 000B’513k0B0I0 Ta BUOIPKOBOIO 90

YacTHHAMH

6 CTPYKTYPHO-JIOTTYHHA CXEMA

[TocnimoBHICT, HaBUAJNBHOI AISUIBHOCTI 3700yBaua 3a JIEHHOI (opMoro
HaBYaHHA (32 000B’s13K0BOI0 yacTHHO OIl) mogana HrbKYe.

KinbKkicTh 0CBIiTHIX
- KOMIIOHEHT, 1110
& a é = BHKJIA/IAI0THCS
) = S
E § § IIu¢pu ocBiTHIX KOMIIOHEHTIB = E{ HPOTirOM
5 =" - [=}
o7 £< B | s 7
a g 5} (=}
= 5 =
]
1 2 3 4 5 6 7 8
1 1 1 |31, @1, P2, 3, P4 60 B 7
2 |31, D1, P2, P3 4
2 3 [31,32, 05, (B) 3 3
4 |31, ®5, (B) 2
2 3 5 | M1,112 30 2 2 3
6 | KP 1 1
Ilpumimka:

KibKiCTh OCBITHIX KOMIIOHEHT Y YBEpPTAX Ta CEMECTpax 3 YpaxyBaHHSAM BHOIPKOBUX
HaBYaJIbHUX aucuuIuiiH (B) Bu3HauaeThes micis oOpaHHS HaBUAIbHHMX AUCLHMILUIIH 3700yBauaMu
BUIIIOT OCBITH
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Tabnuug 1. Matpuuig BiANOBIIHOCTI BU3HAYEHUX OCBITHBOIO MTPOTPaMOI0 KOMIIETEHTHOCTEH KOMIIOHEHTaM OCBITHBOI ITPOTrpaMu

KoMmoneHnTr 0CBITHBOT IPOTpaMu

31

32

O]

o2

@3

D4

D5

I11

I12

KP

KomriereHTHOCTI

K31

K32

K33

K34

K35

Kdl

K®d2

K®3

Kd4

K®5

K®6

K®7

K®8

K®9

K®10

CKl11

CK12

CK13




TaGauis 2. Matpuils BiAMOBITHOCTI pe3ybTaTiB HABYAHHS KOMIIOHEHTaM OCBITHBOI ITPOrpaMu

KoMroHeHTH oCcBITHROT porpaMu

31

32

O]

®2

@3

D4

D5

I11

112

KP

PGBYJ'IBTaTI/I HaB4YaHHA

PH1

PH2

PH3

PH4

PHS5

PH6

PH7

PHS8

PH9

PHI0

+ 4+ |+ |+

PH11

PHI12

+

PH13

PHI14

PH15

PHI16

PH17

PHI18

+ [+ |+ |+

PHI19

PH20

PH21

PH22

PH23

+ |+ |+ |+ [+

PH24

+

PH25

PH26




23

8 IPUKIHLEBI ITOJIOXXEHHA

[Iporpama po3pobiieHa 3 ypaxyBaHHSIM HOPMAaTHBHHX Ta 1HCTPYKTHUBHUX
MatepiajliB MI>)KHAPOJIHOTO, TaJTy3€BOT0 Ta JACP>KaBHOTO PiBHIB:

1. [TonoxxeHHST MPO aKpPEAUTAINI0 OCBITHIX IIporpaM, 3a SIKUMH 3J1HCHIOETHCS
MIJTOTOBKA 3/100yBaviB BUILIOT OCBITH, 3aTBep/keHe Hakazom MiHicTepcTBa OCBITH 1
Hayku Ykpainu Big 11 mumas 2019 p. Ne 977. 3apeectpoBano B MiHicTepcTBi
foctuiii Ykpainu 08 cepmust 2019 p. 3a No 880/33851. [Enextponnuii pecypc].
https://zakon.rada.gov.ua/laws/show/z0880-19.

2. Kputepii omiHoBaHHS SKOCTI OCBITHBOI mporpamu. [lomarok mo Ilomoxxkenus
PO aKpeIUTAalLlll0 OCBITHIX IIPOrpaMm, 3a SIKUMH 311MCHIOETHCS MIJITOTOBKA 300yBayiB
BumIOi ocBiTH (yHKT 6 po3niny I). [Emekrponnuii pecypc]. https://naga.gov.ua/wp-
content/uploads/2019/09/Kputepii.pdf.

3. Ksgir Cepriit. [lopoxxus xkapta pedopMyBaHHS BHUIOI OCBITH YKpaiHu. OCBITHS
nosituka. [Topran rpomaacekux ekcneprti. [ExekTponnuit pecype]. http://education-
ua.org/ua/articles/1159-dorozhnya-karta-reformuvannya-vishchoji-osviti-ukrajini.

4. I'mocapii. HarioHanpHe areHTCTBO 13 3a0€3MEUEHHSI SKOCTI BHINOI OCBITH.
[Enexrponnmii pecypc]. https://naga.gov.ua/wp-
content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1
%96%d0%b9.pdf.

5. JloBimHHK KOpHUCTYyBaua €KTC [ EnexTpoHHUMA pecypcl].
http://mdu.in.ua/Ucheb/dovidnik_koristuvacha_ekts.pdf.

6. 3akon  Ykpaimam «lIpo  Bumy ocBity» [EnexTtponHmii  pecypc].
https://zakon.rada.gov.ua/laws/show/1556-18.

7. 3akoH Ykpainu «IIpo OCBITY» [ EnekTpoHHMI pecypcl].
https://zakon.rada.gov.ua/laws/show/2145-19.

8. Hamionanpamii  kmacudikatop VYipainm: "Knacudikarop mnpodeciit" [K
003:2010.

9. HarionanpHa pamka KkBajiikarmii —
https://zakon.rada.gov.ua/laws/show/1341-2011-m.
10. [Tepemix raixysei 3HaHb 1 CrieIiaJbHOCTEH —

http://zakon4.rada.gov.ua/laws/show/266-2015-m1.

11. Jluct MinicTepcTBa ocBitr 1 Hayku Ykpainu Big 28.04.2017 p. Nel/9—
239 Mmoo BUKOPUCTAHHS y POOOTI 3aKjiadiB BHUIOI OCBITHU TPUMIPHUX 3pa3KiB
OCBITHIX MPOTPaM.

12. MetoauuHi pekoMeHAaIlli 111010 po3pOO0IEHHS CTaHAaPTIB BUIIIOI OCBITH.
3atBepmkeno Hakazom MinicTtepcTBa ocBiTH 1 Hayku Ykpainu Big 01.06.2017 p. Ne
600 (y penakuii Hakazy MiHicTepcTBa ocBiTH 1 Hayku Ykpainu Big 30.04.2020 p. Ne
584 — https://mon.gov.ua/storage/app/media/vyshcha/naukovo-
metodychna_rada/2020metod-rekomendacziyi.docx

13. [loctanoBa Kabinery MinictpiB Ykpainu Bim 30 rpyans 2015 p. Ne 1187
«IIpo 3arBepmkeHHs JIieH31HHUX YMOB MPOBAKEHHS OCBITHBOI ISIBHOCTI.
http://zakonS5.rada.gov.ua/laws/show/1187-2015-i/page.



https://zakon.rada.gov.ua/laws/show/z0880-19
https://naqa.gov.ua/wp-content/uploads/2019/09/Критерії.pdf
https://naqa.gov.ua/wp-content/uploads/2019/09/Критерії.pdf
http://education-ua.org/ua/articles/1159-dorozhnya-karta-reformuvannya-vishchoji-osviti-ukrajini
http://education-ua.org/ua/articles/1159-dorozhnya-karta-reformuvannya-vishchoji-osviti-ukrajini
https://naqa.gov.ua/wp-content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%96%d0%b9.pdf
https://naqa.gov.ua/wp-content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%96%d0%b9.pdf
https://naqa.gov.ua/wp-content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%96%d0%b9.pdf
http://mdu.in.ua/Ucheb/dovidnik_koristuvacha_ekts.pdf
https://zakon.rada.gov.ua/laws/show/1556-18
https://zakon.rada.gov.ua/laws/show/2145-19
%20
%20
http://zakon4.rada.gov.ua/laws/show/266-2015-п
https://mon.gov.ua/storage/app/media/vyshcha/naukovo-metodychna_rada/2020metod-rekomendacziyi.docx
https://mon.gov.ua/storage/app/media/vyshcha/naukovo-metodychna_rada/2020metod-rekomendacziyi.docx
http://zakon5.rada.gov.ua/laws/show/1187-2015-п/page
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14. Jluct MinicrepctBa ocBiTh 1 Hayku Ykpainu Bim 05.06.2018 p. Nel/9-377
1010 HAJaHHsI PO3’SICHEHb CTOCOBHO OCBITHIX MPOTPaM.

15. [lonoxeHHs: TpO OpraHizaifilo OCBITHROTO mpouecy HamioHanbHOTO
TEXHIYHOTO YHIBepcHUTeTy “‘/{HimpoBchka nomiTexHika” Bix 25.10.2019 p.

16. TTomoxxernst mpo (HOpMyBaHHS TIEPEITiKy Ta OOpaHHS HABYAIBHUX AUCITUILTIH
3n100yBadamMu BHUINOT OCBITH HallloHAIbHOTO TEXHIYHOTO yHIBEpCUTETY “‘JIHIMPOBCHKA
nomrtexHika” Big 17.01.2020 p.

17. TlonoxxeHHsT TIPO TOPSAJIOK peaizaliii npaBa Ha aKaJIeMIyHy MOGIJIBHICTL
HamionanpHoro TexHiyHOTO yHiBepcutery “JIHIMPOBChKA TOMITEXHIKA”  BIJ
19.04.2018 p.

18. Cranpapt BuIOi OCBITH 3a creriainbHicTiO 125 KibGepOesneka g Apyroro
(MaricTepchbkoro) piBHsI BUIIIOI OCBITH, 3aTBEPI>KEHUN HaKka3oM MiHICTepCTBa OCBITH
1 Hayku Ykpainu Bix 18.03.2021 p. Ne 332.

19. Cranpgapt Ta pekoMeHalii moa0 3a0e3MeyeHHs SKOCTI B €BponeichkoMy
poCTOpi BUILOT OCBITH (ESG) // URL:
https://ihed.org.ua/wpcontent/uploads/2018/10/04 2016 ESG 2015.pdf.

20. EQF 2017 (€Bpomneiickka  pamka  kBamdikamiit) //  URL:
https://ec.europa.eu/ploteus/sites/eac-eqf/files/en.pdf;
https://ec.europa.eu/ploteus/content/descriptors-page.

21.QF EHEA 2018 (Pamka xkBamidikamiii  €I1BO) //  URL:
http://www.ehea.info/Upload/document/ministerial _declarations/EHEAParis2018 C
ommunigue_AppendixIll 952778.pdf.

22. ISCED (Mixnaponna crangaptHa kiacudikarisi ocsitu, MCKO) 2011 //
URL.: http://uis.unesco.org/sites/default/files/documents/international-
standardclassification-of-education-isced-2011-en.pdf.

23. ISCED-F (Mixnapoana crangaptHa kiacudikarist ocBita — [Namy3i, MCKO-
I') 2013 // URL: http://uis.unesco.org/sites/default/files/documents/international-
standard-classification-of-education-fields-of-education-and-training-2013-detailed-
field-descriptions-2015-en.pdf.

24. TUNING (ans o3HaifomiieHHs 31 cremialbHUMU ((haxOBUMHU) Ta 3araIbHUMU
KOMIIETCHTHOCTSMH Ta MIPUKJIaIaMU CTaHJIapTiB -
http://www.unideusto.org/tuningeu/.

25. HamionanpHu# OCBITHIN TJIocapiii: BuIla ocBiTa / 2-¢ BUI., mepepoO. 1 gor. /
aBT.-ykiaa. : B. M. 3axapuenko, C. A. KamammikoBa, B. 1. Jlyrosumii, A. B.
CraBunpkuii, FO. M. Pamkesud, K. B. Tamanosa / 3a pen. B. I'. Kpemens. — K. :
TOB "BugaBHnuni M "Tnesan", 2014.— 100 C. —
http.//erasmusplus.orq.uajkorvsna-informat3||a/korvsn| materialy/category/3-
materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-
bolonskoho-protsesu.html?download=83:hlosarii-terminiv-vyshchoi-osvity-2014-r-
onovlene-vydannia-z-urakhuvanniam-polozhen-novoho-zakonu-ukrainy-pro-
vyshchu-osvitu&start=80.

26. PamkeBuu FO.M. BonoHchkuii mporiec Ta HOBa IMapajurmMa BUILOI OCBITH —
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/cateqory/3-
materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-



http://uis.unesco.org/sites/default/files/documents/international-standard-classification-of-education-fields-of-education-and-training-2013-detailed-field-descriptions-2015-en.pdf
http://uis.unesco.org/sites/default/files/documents/international-standard-classification-of-education-fields-of-education-and-training-2013-detailed-field-descriptions-2015-en.pdf
http://uis.unesco.org/sites/default/files/documents/international-standard-classification-of-education-fields-of-education-and-training-2013-detailed-field-descriptions-2015-en.pdf
http://www.unideusto.org/tuningeu/
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=83:hlosarii-terminiv-vyshchoi-osvity-2014-r-onovlene-vydannia-z-urakhuvanniam-polozhen-novoho-zakonu-ukrainy-pro-vyshchu-osvitu&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=83:hlosarii-terminiv-vyshchoi-osvity-2014-r-onovlene-vydannia-z-urakhuvanniam-polozhen-novoho-zakonu-ukrainy-pro-vyshchu-osvitu&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=83:hlosarii-terminiv-vyshchoi-osvity-2014-r-onovlene-vydannia-z-urakhuvanniam-polozhen-novoho-zakonu-ukrainy-pro-vyshchu-osvitu&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=83:hlosarii-terminiv-vyshchoi-osvity-2014-r-onovlene-vydannia-z-urakhuvanniam-polozhen-novoho-zakonu-ukrainy-pro-vyshchu-osvitu&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=83:hlosarii-terminiv-vyshchoi-osvity-2014-r-onovlene-vydannia-z-urakhuvanniam-polozhen-novoho-zakonu-ukrainy-pro-vyshchu-osvitu&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=82:bolonskyi-protses-nova-paradyhma-vyshchoi-osvity-yu-rashkevych&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=82:bolonskyi-protses-nova-paradyhma-vyshchoi-osvity-yu-rashkevych&start=80
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bolonskoho-protsesu.html?download=82:bolonskyi-protses-nova-paradyhma-
vyshchoi-osvity-yu-rashkevych&start=80.

27. Po3BUTOK cucTeMu 3a0€3MedyeHHs] SKOCTI BHUIOI OCBITH B YKpaiHi:
iHpOpMaIiifHO-aHATI THIHU ] OTJISI — http://erasmusplus.org.ua/korysna-
informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-
shchodo-zaprovadzhennia-instrumentiv-bolonskoho-
protsesu.html?download=88:rozvytok-systemy-zabezpechennia-iakosti-vyshchoi-
osvity-ukrainy&start=80.

28. Po3po0sieHHsa OCBITHIX MporpaM: METOAWYHI pekoMmeHpaarii / ABT.. B.M.
3axapuenko, B.I. Jlyrosui#i, KO.M. PamxkeBuu, XK.B. TamanoBa / 3a pea. B.I.
Kpemens. — K. AII  "HBL "Ilpioputetn", 2014. - 120 c. -
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-
materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-
bolonskoho-protsesu.html?download=84:rozroblennia-osvitnikh-prohram-
metodychni-rekomendatsii&start=80.

29. IIpo BHECEHHS 3MiH JI0 TIEpENiKy Taimy3ell 3HaHb 1 CIEIiaJTbHOCTEH, 32 SKUMHU
3M1MCHIOETHCS MIITOTOBKA 3700yBauiB BUilloi ocBiTH / [ToctanoBa Kabinety mMiHiCTpiB
VYkpainu Big 16 rpyaus 2022p. Ne 1392.

30. IIpodeciiinmit  cranmapt «®daxiBeup cdepu 3axucty iHQOpMmarii» /
3atBepmkeno Hakazom Apaminictpamii epxcnen3s’ssky Ne 715 Bin 25 nucronana
2022 p. — https://register.nga.gov.ua/uploads/0/439-
profesijnij_standart fahivec sferi zahistu informacii.pdf

OcBiTHS mporpaMa ONPHIIOJHIOETHCS HAa CaWTI YHIBEPCUTETY JO IMOYATKy
pUIOMY CTY/IEHTIB Ha HAaBYaHHS.

OcBiTHs TIporpama MOIIMPIOETHCS Ha BC1 Kadeapu yHIBEPCUTETY Ta BBOJIUTHCSA
B 1ito 3 01 BepecHs 2023 poky.

TepmiH A1l OCBITHBOI IPOTpaMu HE MOXKE MepeBUlyBaTu 1 pik 4 micsmi Ta/ado
nepion akpeautanii. OCBITHA Mporpama MiJIsArae Mneperyisaay BIANOBIAHO A0 3MiH
HOpMaTHBHOI 0a3u YkpaiHnu B cepl BULIOI OCBITH, ajie HE PIIIIEe OJHOTO pa3y Ha pik.

BianoBiianeHICTh 3a SKICTh Ta YHIKaJIbHI KOHKYPEHTHI MepeBaru OCBITHHOI
MporpamMu HECE rapaHT OCBITHHOI MPOTPaAMHU.


http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=82:bolonskyi-protses-nova-paradyhma-vyshchoi-osvity-yu-rashkevych&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=82:bolonskyi-protses-nova-paradyhma-vyshchoi-osvity-yu-rashkevych&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=88:rozvytok-systemy-zabezpechennia-iakosti-vyshchoi-osvity-ukrainy&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=88:rozvytok-systemy-zabezpechennia-iakosti-vyshchoi-osvity-ukrainy&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=88:rozvytok-systemy-zabezpechennia-iakosti-vyshchoi-osvity-ukrainy&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=88:rozvytok-systemy-zabezpechennia-iakosti-vyshchoi-osvity-ukrainy&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=88:rozvytok-systemy-zabezpechennia-iakosti-vyshchoi-osvity-ukrainy&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=84:rozroblennia-osvitnikh-prohram-metodychni-rekomendatsii&start=80
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https://register.nqa.gov.ua/uploads/0/439-profesijnij_standart_fahivec_sferi_zahistu_informacii.pdf
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HaBuanrpHe BugaHHs

Kopnienko Banepiit IBanoBru
Kopuenko Anna OnekcanapiBHa
I'epacina Onekcannpa BonogumupisHa
Koranwosa IOmist BikropiBHa
Kpyuinin Onexcanap BonoaumupoBuy
Tumodeen Imutpo CepriiioBuy
AramkoBa Karepuna OneriBHa

OCBITHbO-IPO®ECIMHA ITPOI'PAMA BUIIIOI OCBITH
MAI'ICTPA
KIBEPBE3IIEKA

Enextponnuii pecypc

Bunano
y HalioHalbHOMY T€XHIYHOMY YHIBEPCUTETI
«JIHITPOBCHKA MOJIITEXHIKAY.
CainonrBo nipo BHeceHHs 10 JlepkaBHoro peectpy JAK Ne 1842 Bix 11.06.2004.
49005, m. JIninpo, npocn. JImutpa SBopHuiiskoro, 19.



PELIEF3IST
na ocBitHLO-npoeciitny nporpamy «Kidepbeanexa»
MIArOTOBKH 3100y BaUiB APYroro eTynens BUILOT OCBITH MaricTp
rany3i 3nanb 12 «lidopmaniiini rexnonori:
cnientianbHocTi 125 «KiGepbesnexa ta 3axucT iH(Gopmatiiiy

B ymosax npotuail 30poiiuiii arpecii, 3oxpema B Kibeprpocropi, Bkpai
BOOKIUBIM MHTAHHAM € 3afe3nevdeHHs NiZroToBKH BHCOKOKBali(ikopanux (axisuis
3a BIANOBIZHOO OCBITHBO-TIpodeciiiHow nporpamoio B HauioHaspHOMY TEXHIYHOMY
yHiBepcHTeTI «JHINPOBCHKA TIOMITEXHIKa,

Metow  ocBiTHbO-npodeciiiHol  mporpamu € NiArotopka daxisuis 3
KibepBesnexi Ta 3axucry iH(popmanil i3 3abe3neyeHHAM OPraiivHOro NOCAHAHHA
OCBITHBOT Ta iHHOBAUIMHOT MIANBHOCTI, crpsMoBaHa Ha 3000YTTA TOMMHGIESHHX
TEOPETHYHUX 1 MPaKTHYHHX 3HAHB UIOA0 (OPMYBAHHS 3JATHOCTI PO3B A3YBATH
CKNAJHI HAYKOBI Ta NPaKTH4Hi npobliemu 3a0e3nedeHHs 3aXHIIEHOCTI iHopMailil,
wo oBpobaseTbes (NepenacTses) B iHGOpMALIHHO-KOMYHIKALIHHUX cHcTeMax, Lo
J03BOTMTh  BUMYCKHHMKAM YCMILIHO 3AIMCHIOBATH JOCHTIJUKEHHS, [POEKTYBaHHA,
BMPOBAIKeNHA, eKCIYATAUll0 Ta MOIEPHI3alil0 CyYaCHHX CHCTEM Ta TEXHOMOTiH
mdopmaniiinol Ta/abo kiGepGesnexu Ha MPHUHLIUMNAX AKAJEMIYHOI JOOPOYCCHOCTI,
3arANBHOMIONACEKHX  LiHHOCTEH, HamioHaldkHO! 1JEHTHYHOCT] Ta KPEaTHBHOIO
CTAHOBIEHHA MIOAMHH i CYCMiNnbCTBA MafdyTHBOTO.

KomMnoHeHTH OCBITHbO-Mpodeciiinol  [NPOrpaMH  BPaXOBYIOTE BHMOTH
[podeciiinoro craunapty 2139.2 Qaxipeup chepd 3axucTy IHQoOpMauil Ta
BaATHBICTh BNPOBaKEHHS MDKHAPOJHOTO [OCBIAY 3 MiArOTOBKM QaxibBUiB 3
Kibepbeaneky.

OcobnuBicTic AaHOI MPOrpaMH € OpPIEHTOBAHICTh Ha IHHOBAUIl CHCTEM Ta
Texgosoriit  kiGepbesmekd 1 3abesnedeHHs  3axuileHocTi  iH(opmauil, wmo
obpobnsaeThes (mepeaeThes) B IHOOPMALIHHHX, ENEKTPOHHHX KOMYHIKaUlAHUX Ta
indopmalifiHo-KOMYHIKaLIfHUX CHCTEMAX, 30KpeMa, KPUTHYHO! iH(opmaLiHHOl
IHQPACTPYKTYPH.

JanponoHoBsaHa a0 po3NIaY, OCBITHBO-TIpOtheciiiHa nporpamMa
«KiGepbesnexa» apyroro (maricrepchkoro) piBHsS BMINOT OCBITH 3a CHELIANBHICTIO
125 «KiGepbesrexa Ta 3axueT iHdopMawity, ranysi sHaHe 12 «lHdopmaltiiiHi
texuogoriiy B HauionansnoMmy — TexHiuHOMY  yHiBepcuTeTi  «JlHINpoBCBKA
nojiTexXHikay € HAA3BHYAHHO BAMKIIMBOIO, CBOEYACHOID TA J(O3BOJILE 3A0E3MEYUMTH
NPOMKCTORI TANPHEMCTBA, OpraHisalil Ta YCTAHOBH KBaTi(hikoBaHHMH (axiBLIMH,
3AATHUMU PO3B'SI3YBATH KOMIIIEKCHI 3aj1a4i 3 3a0e3nedeHHs Kibep3axueTy Ta 3aXucTy
iHopMatlii.

Jupexrop AenapTaMeHTy LH(poBoi

rpascdopmali, iHgopmawiiinux TexHonorii ta

eeKTPOHHOrO ypa Ly BaHHs JHIMPoneTpoBCHKOT

obJ1acHOT AepKaBHOl agMinicTpaif R €sren JIOH



PELIEH3IA
Ha ocsitHbO-npodeciitny nporpamy «Kibepbezmexar
[iATOTOBKH 300y BaviB APyroro CTYINEHS BALLOT OCBITH MaricTp
rasysi sHanb 12 «luopmaltiiini TexHoNnorin
crnietiansiocTi 125 «Kibepbesneka Ta 3axucT iHpopMaliin»

TNpoBeenuit ananis ocsitHLO-npodeciiinol nporpamu (OITIT) nokasas, mo Boxa
€ YiTKO CTPYKTYPOBAHOIO | MICTHTB: OMMC NPOMiNio MpOrpaMHu; repesiik KOMIIOHEHTIB
OIII1 Ta ix noriuny TOCHITOBHICTE; (QopMH aTecTalil 3400yBauiB BHINOI OCBITH;
MaTpHIO BiZANOBIAHOCTI NpPOrpaMHUX KOMIETEHTHOCTeH KkommodenTam OINIT;
TaGnuLIo 3abe3neuen s NpPOrpaMHEX Pe3yNbTaTIiB HABYAHHS B1JTIOBIAHHUMH OCRITHIMH
KOMIIOHEHTAMH.

Meta OTTIT cnipsamoBana Ha 3400y TTS TOMTHONEHHX TEOPETHYHHX 1 MPAKTHYHHX
3HaHb UOR0 (GOPMYBaHHA 3JaTHOCTI PO3B’A3YBaTH CKNaJHI HAYKOBI Ta NMPaKkTHYHI
npobnemy 3abe3nedeHHs 3aXHLLeHOCTI iHbopMauii.

Cnig TaxkoX BiAMITHTH, IO HAI3BMYANHO BAXINWBHMH [UIS MOPaKTHIHOI
NisATBHOCTI € yMiHHA Ta HaBuW4kH, BrsHadeHi [Ipogecidimmm cTtadgaptom 2139.2
«®axisens chepyu 3axucTy indopmaiii». ¥ BianosigHili ocBiTHI# rporpaMi BKasaHi
YMIiHHS 3iCTaB/IeHl i3 NPOrpaAMHUMY Pe3y/bTaTaMy HaBUaHHA 3a JLI0YHM CTAaHAaPTOM
Bunioi OCBiTM VYKpaiHu apyroro (maricTepchkoro) piBHA crneuiansHocTi 125 —
Ki6epGezneka. Bianosimso 10 nporpaMHnx pesyIbTaTiB HaBYAHHA BOHU PO3MOALIEH]
M1 OCBITHIMH KOMIIOHEHTAMH, 1O X 3a0e3MeyyoTh.

3oKkpema, BAXKIMBHM 06 €KTOM BHBUEHHS MpeAMETHOT 001acTi PO3IIHYTHM B
mporpaMi € moiTukK y coepi saxucty indopmauii Ta kifepOesnekH, Mo peam3yoTh
abo 3acTOCORYIOTH Gyrkuii 3afesnedeHHs 3aXHINEHOCTI  inQopmanil, sxa
o6pobnserbess  (mepenaerses) B inbopMaliiiHo-KoMyHikauilinux chcTeMax, BIA
HecaHKIOHOBAHHX Jii, BiJl BUTOKYy TEXHIMHMMM KaHAlaMH Ta Bil CrelialThbHHX
BILTHBIB Ha 3aco0M 06pobkH iHdopmauil, a Takoxk indopmauii, w0 03By4YEThCH Ha
06’exTax indopManiitHol AITEHOCTI.

OcsiTHA nporpaMa a03soNsge cGOpMYBATH Y BHIYCKHHKIB 3araibHi Ta
creuianpHi  KOMIIETEHTHOCTI, HaA3BW4aiiHO  HeoOXiaHl  Jnd  3a0e3MeueHHA
KiBepcTifixocTi Ta 3axMeTy iH(opMaLil HPOKOTO CrieKTPYy 00’ €KTIB iHpacTpy KTy pH.
BKJIIOYAKOUH 06’ €KTH KPUTHYHOT IHQPaCTPYKTY PH.

BuuleBHKIaneHe ga€ MiACTaBH AN BHCHOBKY, IO OCBiTHBO-Mpodeciiina
nporpama Buiol ocsity «KiGepGesnexa», sika miarorosneHa xadeaporo GesmexH
indopmanii Ta tenekomyrikauiit HTY «/lninposchbka nosiTextika», Moxe OyTH
peKOMEH/I0BaHa [ BUKOPHCTAHHS B OCBITHBOMY NPOLEC] ANs NiAroToBKY (axiBLiB
33 JIpyruM  (MaricTepchbKeM) CTyNeHeM BUIIOI 0CBiTH cneuwianshooti 125
«KiBepbesneka Ta 3axucT indopmaLii».

Hayannauk CeKTOpYy JaXHCTY
KpUTHUHOT iHdpacTPYKTYpH Y npasiiHHs -
Jepkcneuss’ a3Ky y ,[[Hinponﬂponﬁi“&- Lk

T

obacTi, MiAMONKOBHHK i IOHOMAPEHKO



PEIIEH3IA
Ha OCBiTHBO-TIpodeciiiHy nporpamy «Kibepbesneka»
MiAroTOBKH 3/100yBayiB APyroro cTyreHs BUIIOI'OCBITH MaricTp
ramysi 3Haib 12 «IHdopManiiiHi TexHoMOTIi»
cneniansHOcTi 125 «Kibepbesneka Ta 3axuct iHdopmaii»

BpaxoBylouH AMHaMiKy PH3HKiB B KiGeprpocTopi B VkpaiHu Ta CBiTI BKpaii
BAYCTUBMM MUTAHHSM € MiArOTOBKA BHCOKokBajiikoBanuX (axiBLiB 32 OCBITHBO-
npodeciitnoro [Tporpamoio «KiGepbesneka» apyroro (MaricTepchbKoro) piBHs BHILOT
OCBiTH 3a criemianbHicTIo 125 «KiGepbesneka Ta 3axuct inpopmalii», ramysi sHaus 12
«Indopmauiitni  TexHonorii» B HauioHanbHOMY TEXHIYHOMY YHiBepCHTETI
«JIHINPOBCHKA MOMITEXHIKa.

OcBiTHs mporpaMa J03Boisi€ cOPMyBaTH y BHITYCKHHMKIB 3arajibHi Ta
crienianbHi KOMIETEHTHOCTI, HaJ3BHYaiiHO HeOOXiAHI /U1 npodecioHana-npakTHKa B
cepi kiGepsaxuery Ta 3axucTy iHpopmauii. Baxnusum akTopoM IO Bi/Ipi3Hs€
o3HayeHy mporpamy Bia icHyiounx B 3BO Vkpaihu € iHTerpaiis 3 BHMOraMH Ta
komnoneHTamu  IIpodeciiinoro cranmapry 2139.2 «®axiseus chepn 3axucTy
iHhopmarii».

AKTyansHUMH T8 HabyTTs AOCBiAy B MPaKTHuHiH AisTBHOCTI € Taki 00’€KTH
BHBYEHHS, SK: Cy4aCHi MPOLIECH JIOCIIJDKeHHS, aHasli3y, CTBOPEHHS Ta 3a0e3neyeHHs
dyHKILiOHYBaHHS iHPOPMALIHUX CHCTEM | TEXHONIOTiH, iHumx Gi3Hec-onepali HHUX
mpoueciB Ha 06’ekTax iHpOpMANiHHOI MiANBHOCTI Ta KPATHYHOL iHpacTpyKTypH
chepn inpopmauiiinoi Gesneku Ta/aGo kibepGesnexu; iH(pacTpyKTypa 00’€eKTiB
iHhOpMAaLiHOT JiAMBHOCTI Ta KPHTHYHOI IHPPACTPYKTYPH, a TAKOK iHIII HaBeJeHi B
nporpami.

CripsMOBaHiCTh PO3IIISHYTOI POrPaMH BiANOBI A€ MeTi npodeciitHol AisnbHOCTI
daxisus cepu 3axucty iHdopmallii o3HaueHiH y npodeciiiHomMy CTaHAapTi, a came:
3abe3neyeHHI0 3axMuleHocTi iHdopmalii, wo UMpKymoe B iHhOpMaUiHHHX,
eNeKTPOHHUX KOMYyHiKaUifiHux Ta iHdOpMaLifiHO-KOMYHIKALIHHAX CHCTeMax BiX
HECAHKI[IOHOBAHMX Miff 3 iHpOpPMALi€l0, BHUTOKY TEXHIYHHMH KaHalaMH Ta
crieliafbHUX BIUTMBIB Ha 3aco6u 06pobku indopmaii, a Takoxk iHdopmauii, wo
03ByuyeThCs Ha 06’ €xTax iHGOPMALIHHOT AisBHOCT], BATOKY TEXHIYHMMH KaHAlaMH.

Jlupextop ToBapHcTBa 3 0OMEKEHOK) . anexid Irop CeprifioBuy
Bi/IMOBIAAIBHICTIO :

«Arenuis 6e3nexu «I paanb»



